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Abstract

The key factors for the success of the World Wide Web are its large size and the lack of a centralized control

over its contents. Both issues are also the most important source of problemsfor locating information. The

Web is a context in which traditional Information Retrieval methods are challenged, and given the volume

of the Web and its speed of change, the coverage of modern search engines is relatively small. Moreover,

the distribution of quality is very skewed, and interesting pages are scarcein comparison with the rest of the

content.

Web crawling is the process used by search engines to collect pages from the Web. This thesis studies

Web crawling at several different levels, ranging from the long-term goal of crawling important pages first,

to the short-term goal of using the network connectivity efficiently, including implementation issues that are

essential for crawling in practice.

We start by designing a new model and architecture for a Web crawler thattightly integrates the crawler

with the rest of the search engine, providing access to the metadata and links of the documents that can be

used to guide the crawling process effectively. We implement this design in theWIRE project as an efficient

Web crawler that provides an experimental framework for this research. In fact, we have used our crawler to

characterize the Chilean Web, using the results as feedback to improve the crawler design.

We argue that the number of pages on the Web can be considered infinite, and given that a Web crawler

cannot download all the pages, it is important to capture the most important ones as early as possible during

the crawling process. We propose, study, and implement algorithms for achieving this goal, showing that we

can crawl 50% of a large Web collection and capture 80% of its total Pagerank value in both simulated and

real Web environments.

We also model and study user browsing behavior in Web sites, concluding that it is not necessary to

go deeper than five levels from the home page to capture most of the pages actually visited by people, and

support this conclusion with log analysis of several Web sites. We also propose several mechanisms for

server cooperation to reduce network traffic and improve the representation of a Web page in a search engine

with the help of Web site managers.
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Chapter 1

Introduction

This thesis is about Web crawling, the process used by Web search engines to download pages from the Web.

This opening chapter starts with the main motivations for studying this process inSection 1.1. Section 1.2

introduces the WIRE project, the system that we use as a context for working on this topic. Section 1.3

explains the scope and organization of our work.

1.1 Motivation

1.1.1 From organic to mineral memory

As technology advances, concerns arise about how the new inventionsmay impair human capabilities. Plato,

in his dialoguePhaedrus, tells the story of Theuth (Hermes) presenting his inventions to Pharaoh Thamus,

who dislikes the idea of writing:

“This, said Theuth, will make the Egyptians wiser and will give them better memories; it is

a specific for both the memory and for the wit. Thamus replied: Oh most ingenious Theuth

(...) this discovery of yours will create forgetfulness in the learners souls, because they will

not use their memories; they will trust to the external written characters and not remember of

themselves, (...) they will be hearers of many things and will have learned nothing; they will

appear to be omniscient and will generally know nothing; they will be tiresome company, having

the show of wisdom without the reality.” [PlaBC]

Thamus considers that writing is a bad invention because it replaces human memory. There are others

who consider writing as just an extension of the human memory, such as Umberto Eco, who in November

2003 gave a lecture about the future of books at the newly opened Library of Alexandria in Egypt:

“We have three types of memory. The first one is organic, which is the memorymade of flesh and
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blood and the one administrated by our brain. The second is mineral, and in thissense mankind

has known two kinds of mineral memory: millennia ago, this was the memory represented by

clay tablets and obelisks, pretty well known in this country, on which people carved their texts.

However, this second type is also the electronic memory of today’s computers, based upon

silicon. We have also known another kind of memory, the vegetal one, the one represented by

the first papyruses, again well known in this country, and then on books, made of paper.” [Eco03]

The World Wide Web, a vast mineral memory, has become in a few years the largest cultural endeavour

of all times, equivalent in importance to the first Library of Alexandria. Howwas the ancient library created?

This is one version of the story:

“By decree of Ptolemy III of Egypt, all visitors to the city were required to surrender all books

and scrolls in their possession; these writings were then swiftly copied by official scribes. The

originals were put into the Library, and the copies were delivered to the previous owners. While

encroaching on the rights of the traveler or merchant, it also helped to create a reservoir of books

in the relatively new city.” [wik04]

The main difference between the Library of Alexandria and the Web is not that one was vegetal, made

of scrolls and ink, and the other one is mineral, made of cables and digital signals. The main difference is

that while in the Library books were copied by hand, most of the information on the Web has been reviewed

only once, by its author, at the time of writing.

Also, modern mineral memory allows fast reproduction of the work, with no human effort. The cost

of disseminating content is lower due to new technologies, and has been decreasing substantially from oral

tradition to writing, and then from printing and the press to electronic communications. This has generated

much more information than we can handle.

1.1.2 The problem of abundance

The signal-to-noise ratio of the products of human culture is remarkably high: mass media, including the

press, radio and cable networks, provide strong evidence of this phenomenon every day, as well as more

small-scale actions such as browsing a book store or having a conversation. The average modern working

day consists of dealing with 46 phone calls, 15 internal memos, 19 items of external post and 22 e-mails

[Pat00].

We live in an era of information explosion, with information being measured in exabytes (1018 bytes):

“Print, film, magnetic, and optical storage media produced about 5 exabytesof new information

in 2002. (...) We estimate that new stored information grew about 30% a year between 1999
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and 2002. (...) Information flows through electronic channels – telephone,radio, TV, and the

Internet – contained almost 18 exabytes of new information in 2002, three and a half times more

than is recorded in storage media. (...) The World Wide Web contains about 170 terabytes of

information on its surface.” [LV03]

On the dawn of the World Wide Web, finding information was done mainly by scanning through lists

of links collected and sorted by humans according to some criteria. Automated Web search engines were

not needed when Web pages were counted only by thousands, and mostdirectories of the Web included a

prominent button to “add a new Web page”. Web site administrators were encouraged to submit their sites.

Today, URLs of new pages are no longer a scarce resource, as there are thousands of millions of Web pages.

The main problem search engines have to deal with is the size and rate of change of the Web, with no

search engine indexing more than one third of the publicly available Web [LG98]. As the number of pages

grows, it will be increasingly important to focus on the most “valuable” pages, as no search engine will

be able of indexing the complete Web. Moreover, in this thesis we state that the number of Web pages is

essentially infinite, which makes this area even more relevant.

1.1.3 Information retrieval and Web search

Information Retrieval (IR) is the area of computer science concerned withretrieving information about a

subject from a collection of data objects. This is not the same as Data Retrieval, which in the context of

documents consists mainly in determining which documents of a collection contain thekeywords of a user

query. Information Retrieval deals with satisfying a user need:

“... the IR system must somehow ’interpret’ the contents of the information items (documents)

in a collection and rank them according to a degree of relevance to the userquery. This ‘inter-

pretation’ of a document content involves extracting syntactic and semantic information from

the document text ...” [BYRN99]

Although there was an important body of Information Retrieval techniques published before the in-

vention of the World Wide Web, there are unique characteristics of the Web that made them unsuitable or

insufficient. A survey by Arasuet al. [ACGM+01] on searching the Web notes that:

“IR algorithms were developed for relatively small and coherent collections such as newspaper

articles or book catalogs in a (physical) library. The Web, on the other hand, is massive, much

less coherent, changes more rapidly, and is spread over geographically distributed computers

...” [ACGM+01]

This idea is also present in a survey about Web search by Brooks [Bro03], which states that a distinction

could be made between the “closed Web”, which comprises high-quality controlled collections on which a
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search engine can fully trust, and the “open Web”, which includes the vast majority of Web pages and on

which traditional IR techniques concepts and methods are challenged.

One of the main challenges the open Web poses to search engines is “search engine spamming”, i.e.:

malicious attempts to get an undeserved high ranking in the results. This has created a whole branch of

Information Retrieval called “adversarial IR”, which is related to retrieving information from collections in

which a subset of the collection has been manipulated to influence the algorithms. For instance, the vector

space model for documents [Sal71], and the TF-IDF similarity measure [SB88] are useful for identifying

which documents in a collection are relevant in terms of a set of keywords provided by the user. However,

this scheme can be easily defeated in the “open Web” by just adding frequently-asked query terms to Web

pages.

A solution to this problem is to use the hypertext structure of the Web, using links between pages as

citations are used in academic literature to find the most important papers in an area. Link analysis, which

is often not possible in traditional information repositories but is quite naturalon the Web, can be used to

exploit links and extract useful information from them, but this has to be done carefully, as in the case of

Pagerank:

“Unlike academic papers which are scrupulously reviewed, web pages proliferate free of qual-

ity control or publishing costs. With a simple program, huge numbers of pagescan be created

easily, artificially inflating citation counts. Because the Web environment contains profit seek-

ing ventures, attention getting strategies evolve in response to search engine algorithms. For

this reason, any evaluation strategy which counts replicable features of web pages is prone to

manipulation” [PBMW98].

The low cost of publishing in the “open Web” is a key part of its success, but implies that searching

information on the Web will always be inherently more difficult that searchinginformation in traditional,

closed repositories.

1.1.4 Web search and Web crawling

The typical design of search engines is a “cascade”, in which a Web crawler creates a collection which is

indexed and searched. Most of the designs of search engines consider the Web crawler as just a first stage

in Web search, with little feedback from the ranking algorithms to the crawling process. This is a cascade

model, in which operations are executed in strict order: first crawling, then indexing, and then searching.

Our approach is to provide the crawler with access to all the information about the collection to guide

the crawling process effectively. This can be taken one step further, as there are tools available for dealing

with all the possible interactions between the modules of a search engine, as shown in Figure 1.1.
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Figure 1.1: Cyclic architecture for search engines, showing how different components can use

the information generated by the other components. The typical cascade model is depicted with

thick arrows.

The indexing module can help the Web crawler by providing information aboutthe ranking of pages,

so the crawler can be more selective and try to collect important pages first.The searching process, through

log file analysis or other techniques, is a source of optimizations for the index, and can also help the crawler

by determining the “active set” of pages which are actually seen by users.Finally, the Web crawler could

provide on-demand crawling services for search engines. All of theseinteractions are possible if we conceive

the search engine as a whole from the very beginning.

1.2 The WIRE project

At the Center for Web Research (http://www.cwr.cl/) we are developing a software suite for research in

Web Information Retrieval, which we have called WIRE (Web Information Retrieval Environment). Our aim

is to study the problem of Web search by creating an efficient search engine. Search engines play a key role

on the Web. Web search currently generates more than 13% of the traffic toWeb sites [Sta03]. Furthermore,

40% of the users arriving to a Web site for the first time are following a link from a list of search results

[Nie03].

The WIRE software suite generated several sub-projects, including some of the modules depicted in

Figure 1.2.

During this thesis, the following parts of the WIRE project were developed:

• An efficient general-purpose Web crawler.

• A format for storing a Web collection.

• A tool for extracting statistics from the collection and generating reports.
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Figure 1.2: Some of the possible sub-projects of WIRE. The thick box encloses the sub-

projects in which we worked during this thesis.

Our objective was to design a crawler that can be used for a collection in theorder of millions or tens of

millions of documents (106−107). This is bigger than most Web sites, but smaller than the complete Web,

so we worked mostly with national domains (ccTLDs: country-codes top level domains such as.cl or .gr).

The main characteristics of the WIRE crawler are:

Good scalability It is designed to work with large volumes of documents, and tested with several million

documents. The current implementation would require further work to scale tobillions of documents

(e.g.: process some data structures on disk instead of in memory).

Highly configurable All of the parameters for crawling and indexing can be configured, including several

scheduling policies.

High performance It is entirely written in C/C++ for high performance. The downloader modulesof the

WIRE crawler (“harvesters”) can be executed in several machines.

Open-source The programs and the code are freely available under the GPL license.

1.3 Scope and organization of this thesis

This thesis focuses on Web crawling, and we study Web crawling at many different levels. Our starting point

is a crawling model, and in this framework we develop algorithms for a Web crawler. We aim at designing

an efficient Web crawling architecture, and developing a scheduling policy to download pages from the Web

that is able to download the most “valuable” pages early during a crawling process.
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Figure 1.3: Main topics covered in this thesis. Web crawling is important in the context of Web

information retrieval, because it is required for both Web search and Web characterization.

The topics covered in this thesis are shown in Figure 1.3. The topics are entangled, i.e., there are

several relationships that make the development non-linear. The crawlerimplementation is required for Web

characterization, but a good crawler design needs to consider the characteristics of the collection. Also, the

crawler architecture is required for implementing the scheduling algorithms, but the result of the scheduling

experiments drives the design of the crawler’s architecture.

We try to linearize this research process to present it in terms of chapters,but this is not the way the

actual research was carried out: it was much more cyclic and iterative thanthe way it is presented here.

The following is an outline of the contents of this thesis. The first chapters explore theoretical aspects

of Web crawling:

• Chapter 2 reviews selected publications related to the topics covered in this thesis, including Web

search, link analysis and Web crawling. The next chapters are organized into two parts: one theoretical

and one practical.

• Chapter 3 introduces a new model for Web crawling, and a novel design for a Web crawler that inte-

grates it with the other parts of a search engine. Several issues of the typical crawling architectures are

discussed and the architecture of the crawler is presented as a solution to some of those problems.

• Chapter 4 compares different policies for scheduling visits to Web pages ina Web crawler. These
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algorithms are tested on a simulated Web graph, and compared in terms of how soon they are able to

find pages with the larger values of Pagerank. We show how in practice wecan reach 80% of the total

Pagerank value downloading just 50% of the Web pages.

• Chapter 5 studies an important problem of Web crawling, namely, the fact that the number of Web

pages in a Web site can be potentially infinite. We use observations from actual Web sites to model

user browsing behavior and to predict how “deep” we must explore Websites to download a large

fraction of the pages that are actually visited.

• Chapter 6 proposes several schemes for Web server cooperation. The administrator of a Web site has

incentives to improve the representation of the Web site in search engines, and this chapter describes

how to accomplish this goal by helping the Web crawler.

The last chapters empirically explore the problems of Web crawling:

• Chapter 7 details implementation issues related to the design and to algorithms presented in the previ-

ous chapters, including the data structures and key algorithms used.

• Chapter 8 presents the results of a characterization study of the Chilean Web, providing insights that

are valuable for Web crawler design.

Finally, Chapter 9 summarizes our contributions and provides guidelines forfuture work in this area.

We have also included in Appendix A a list of practical issues of Web crawling that were detected only after

carrying several large crawls. We propose solutions for each problem to help other crawler designers.

Finally, the bibliography includes over 150 references to publications in thisarea. The next chapter is a

survey about the most important ones in the context of this thesis.
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Chapter 2

Related Work

In this chapter we review selected publications related to the topics covered inthis thesis.

We start in section 2.1 with a summary of several studies about Web characterization that include results

relevant for Web crawling. We continue in section 2.2 with an outline on how search engines index pages

from the Web. Section 2.3 provides an overview of publications on link analysis in general, in section 2.4

we review specific issues of Web crawling and their solutions, and in section2.5 we cover the architecture

of existing Web crawlers.

2.1 Web characterization

2.1.1 Methods for sampling

One of the main difficulties involved in any attempt of Web characterization is howto obtain a good sam-

ple. As there are very few important pages lost in a vast amount of unimportant pages (according to any

metric: Pagerank, reference count, page size, etc.), just taking a URL at random is not enough. For many

applications, pages with little or no meaningful content should be excluded, so it is important to estimate the

importance of each page [HHMN00], even if we have only partial information.

We distinguish two main methods for sampling Web pages:

Vertical sampling involves gathering pages restricted by domain names. As the domain name system in-

duces a hierarchical structure, vertical sampling can be done at different levels of the structure. When

vertical sampling is done at top-level it can select entire countries such as.cl, .it, .au, which are

expected to be cohesive in terms of language, topics, history, or it can select general top-level domains

such as.edu or .com, which are less coherent, except for the.gov domain. When vertical sampling

is done at second level, it will choose a set of pages produced by members of the same organization

(e.g.stanford.edu).
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Countries that have been the subject of Web characterization studies include Brazil [VdMG+00], Chile

[BYP03], Portugal [GS03], Spain [BY03], Hungary [BCF+03] and Austria [RAW+02].

Horizontal sampling involves a criteria of selection that is not based on domain names. In this case, there

are two approaches for gathering data: using a log of the transactions in the proxy of a large organiza-

tion or ISP, or using a Web crawler. There are advantages and disadvantages for each method: when

monitoring a proxy it is easy to find popular pages, but the revisit period is impossible to control, as it

depends on users; using a crawler the popularity of pages has to be estimated but the revisit period can

be fine-tuned.

In horizontal sampling, a “random walk” can be used to obtain a set in whichpages are roughly

visited with probability proportional to their Pagerank values, and then obtaina sample taken from

this set with probability inversely proportional to Pagerank, so the sample is expected to be unbiased

[HHMN99, HHMN00].

2.1.2 Web dynamics

There are two areas of Web dynamics: studying the Web growth and studying the document updates [RM02];

we will focus on the study of document updates, i.e.: the change of the Web interms of creations, updates

and deletions. For a model of the growth of the number of pages per Web site, see the study by Huberman

and Adamic [HA99].

When studying document updates, the data is obtained by repeated accessto a large set of pages during

a period of time.

For each pagep and each visit, the following information is available:

• The access time-stamp of the page: visitp.

• The last-modified time-stamp (given by most Web servers; about 80%-90% of the requests in practice):

modifiedp.

• The text of the page, which can be compared to an older copy to detect changes, especially if modifiedp

is not provided.

The following information can be estimated if the re-visiting period is short:

• The time at which the page first appeared: createdp.

• The time at which the page was no longer reachable: deletedp. Koehler [Koe04] noted that pages

that are unreachable may become reachable in the future, and many pagesexhibit this behavior, so he

prefers the term “comatose page” instead of “dead page”.
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In all cases, the results are only an estimation of the actual values becausethey are obtained bypolling

for events (changes), not by the resourcenotifying events, so it is possible that between two accesses a Web

page changes more than once.

Estimating freshness and age

The probability that a copy ofp is up-to-date at timet, up(t) decreases with time if the page is not re-visited.

Brewington and Cybenko [BCS+00] considered that if changes to a given page occur at independentin-

tervals, i.e., page change is a memory-less process, then this can be modeledas a Poisson process. However,

it is worth noticing that most Web page changes exhibit certain periodicity –because most of the updates

occur during business hours in the relevant time zone for the studied sample– so the estimators that do not

account for this periodicity are more valid on the scales of weeks or months than on smaller scales.

When page changes are modeled as a Poisson process, ift units of time have passed since the last visit,

then:

up(t) ∝ e−λpt (2.1)

The parameterλp characterizes the rate of change of the pagep and can be estimated based on previous

observations, especially if the Web server provides the last modification date of the page whenever it is

visited. This estimation forλp was obtained by Cho and Garcia-Molina [CGM03b]:

λp ≈
(Xp−1)−

Xp

Np log(1−Xp/Np)

SpT
(2.2)

• Np number of visits top.

• Sp time since the first visit top.

• Xp number of times the server has informed that the page has changed.

• Tp total time with no modification, according to the server, summed over all the visits.

If the server does not give the last-modified time, we can still check for modifications by comparing the

downloaded copies at two different times, soXp now will be the number of times a modification is detected.

The estimation for the parameter in this case is:

λp ≈
−Np log(1−Xp/Np)

Sp
(2.3)

The above equation requiresXp < Np, so if the page changes every time it is visited, we cannot estimate

its change frequency.
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Characterization of Web page changes

There are different time-related metrics for a Web page, the most used are:

• Age: visitp−modifiedp.

• Lifespan: deletedp−createdp.

• Number of changes during the lifespan: changesp.

• Average change interval: lifespanp/changesp.

Once an estimation of the above values has been obtained for Web pages in the sample, useful metrics

for the entire sample are calculated, for instance:

• Distribution of change intervals.

• Average lifespan of pages.

• Median lifespan of pages, i.e.: time it takes for 50% of the pages to change. This is also called the

“half-life” of the Web –a term borrowed from physics.

Selected results about Web page changes are summarized in Table 2.1.

The methods for the study of these parameters vary widely. Some researchers focus on the lifespan

of pages, as they are concerned with the “availability” of Web content. Thisis an important subject from

the point of view of researchers, as it is being common to cite on-line publications as sources, and they are

expected to be persistent over time –but they are not.

Other publications focus on the rate of change of pages, which is more directly related to Web crawling,

as knowing the rate of change can help to produce a good re-visiting order.

2.1.3 Link structure

About computer networks, Barabási [Bar01] noted: “While entirely of human design, the emerging network

appears to have more in common with a cell or an ecological system than with a Swiss watch.”

The graph representing the connections between Web pages has a scale-free topology and a macroscopic

structure that are different from the properties of a random graph. AWeb crawler designer must be aware of

these special characteristics.
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Table 2.1: Summary of selected results about Web page changes, orderedby increasing sam-

ple size. In general, methods for Web characterization studies vary widely and there are few

comparable results.

Reference Sample Observations

[Koe04]
360 random pages, Half-life≈ 2 years

long-term study 33% of pages lasted for 6 years

[MB03] 500 scholarly publica-

tions

Half-life ≈ 4.5 years

[GS96]
2,500 pages, Average lifespan≈ 50 days

university Website Median age≈ 150 days

[Spi03] 4,200 scholarly publica-

tions

Half-life ≈ 4 years

[Cho00]

720,000 pages, Average lifespan≈ 60 – 240 days

popular sites 40% of pages in.com change every day

50% of pages in.edu and.gov remain the same for 4

months

[DFKM97]
950,000 pages Average age between 10 days and 10 months

Highly-linked pages change more frequently

[NCO04]

4 million pages, 8% of new pages every week

popular sites 62% of the new pages have novel content

25% of new links every week

80% of page changes are minor

[FMNW03]

150 million pages, 65% of pages don’t change in a 10-week period

30% of pages have only minor changes

Large variations of availability across domains

[BCS+00] 800 million pages Average lifespan≈ 140 days

Scale-free networks

Scale-free networks, as opposed to random networks, are characterized by an uneven distribution of links.

These networks have been the subject of a series of studies by Barabási [Bar02], and are characterized as

networks in which the distribution of the number of linksΓ(p) to a pagep follows a power law:

Pr(Γ(p) = k) ∝ k−θ (2.4)

A scale-free network is characterized by a few highly-linked nodes thatact as “hubs” connecting several

nodes to the network. The difference between a random network and a scale-free network is depicted in
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Figure 2.1.

Figure 2.1: Examples of a random network and a scale-free network. Each graph has 32 nodes

and 32 links. Note that both were chosen to be connected and tolook nice on the plane, so they

are not entirely random.

Scale-free networks arise in a wide variety of contexts, and there is a substantial amount of literature

about them, so we will cite in the following just a few selected publications.

Some examples of scale-free network arising outside the realm of computer networks include:

• Acquaintances, friends and social popularity in human interactions. The Economist commented “in

other words, some people have all the luck, while others have none.” [Eco02].

• Sexual partners in humans, which is highly relevant for the control of sexually-transmitted diseases.

• Power grid designs, as most of them are designed in such a way that if a few key nodes fail, the entire

system goes down.

• Collaboration of movie actors in films.

• Citations in scientific publications.

• Protein interactions in cellular metabolism.

Examples of scale-free networks related to the Internet are:

• Geographic, physical connectivity of Internet nodes.

• Number of links on Web pages.

• User participation in interest groups and communities.

• E-mail exchanges.
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These scale-free networks do not arise by chance alone. Erdõs and Ŕenyi [ER60] studied a model of

growth for graphs in which, at each step, two nodes are chosen uniformly at random and a link is inserted

between them. The properties of these random graphs are not consistent with the properties observed in

scale-free networks, and therefore a model for this growth process isneeded.

The connectivity distribution over the entire Web is very close to a power law,because there are a

few Web sites with huge numbers of links, which benefit from a good placement in search engines and an

established presence on the Web. This has been called the “winners take all” phenomenon.

Barab́asi and Albert [BA99] propose a “rich get richer” generative modelin which each new Web page

creates link to existent Web pages with a probability distribution with is not uniform, but proportional to

the current in-degree of Web pages. According to this process, a page with many in-links will attract more

in-links that a regular page. This generates a power-law but the resultinggraph differs from the actual Web

graph in other properties such as the presence of small tightly connected communities.

A different generative model is the “copy” model studied by Kumaret al. [KRR+00], in which new

nodes choose an existent node at random and copy a fraction of the links of the existent node. This also

generates a power law.

However, if we look at communities of interests in a specific topic, discarding the major hubs of the

Web, the distribution of links is no longer a power law but resembles more a Gaussian distribution, as ob-

served by Pennocket al. [PFL+02] in the communities of the home pages of universities, public companies,

newspapers and scientists. Based on these observations, the authors propose a generative model that mixes

preferential attachment with a baseline probability of gaining a link.

Macroscopic structure

The most complete study of the Web structure [BKM+00] focuses on the connectivity of a subset of 200

million Web pages from the Altavista search engine. This subset is a connectedgraph, if we ignore the

direction of the links.

The study starts by identifying in the Web graph a single large strongly connected component (i.e.: all

of the pages in this component can reach one another along directed links). They call the larger strongly

connected component “MAIN”. Starting in MAIN, if we follow links forwardwe find OUT, and if we follow

links backwards we find IN. All of the Web pages with are part of the graph but do not fit neither MAIN, IN,

nor OUT are part of a fourth component called TENTACLES.

A page can describe several documents and one document can be stored in several pages, so we decided

to study the structure of how Web sites were connected, as Web sites are closer to real logical units. Not

surprisingly, we found in [BYC01] that the structure in the.cl (Chile) domain at the Web site level was

similar to the global Web – another example of the autosimilarity of the Web – and hence we use the same

15



notation of [BKM+00]. The components are defined as follows:

(a) MAIN, sites that are in the strong connected component of the connectivity graph of sites (that is, we

can navigate from any site to any other site in the same component);

(b) IN, sites that can reach MAIN but cannot be reached from MAIN;

(c) OUT, sites that can be reached from MAIN, but there is no path to go back to MAIN; and

(d) other sites that can be reached from IN or can only reach OUT (TENTACLES), sites in paths between

IN and OUT (TUNNEL), and unconnected sites (ISLANDS).

Figure 2.2 shows all these components.

Figure 2.2: Macroscopic structure of the Web. The MAIN component is the biggest strongly

connected component in the graph. The IN and OUT components can reach and be reached

from the MAIN components, and there are other minor structures. There is a significant portion

of Web sites which are disconnected from the Web graph in the ISLAND portion.

2.1.4 User sessions on the Web

User sessions on the Web are usually characterized through models of random surfers, such as the ones

studied by Diligentiet al. [DGM04]. As we have seen, these models have been used for page ranking with

the Pagerank algorithm [PBMW98], or to sample the Web [HHMN00].

The most used source for data about the browsing activities of users are the access log files of Web

servers, and there are several log file analysis software available: [Tur04, web04b, Bou04, Bar04]. A com-

mon goal for researchers in this area is to try to infer rules in user browsing patterns, such as “40% users that

visit pageA also visit pageB” to assist in Web site re-design. Log file analysis has a number of restrictions

arising from the implementation of HTTP, especially caching and proxies, as noted by Haigh and Megarity
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[HM98]. Cachingimplies that re-visiting a page is not always recorded, and re-visiting pages is a common

action, and can account for more than 50% of the activity of users, whenmeasuring it directly in the browser

[TG97]. Proxiesimplies that several users can be accessing a Web site from the same IP address.

To process log file data, careful data preparation must be done [CMS99, BS00, TT04]. An important

aspect of this data preparation is to separate automated sessions from user sessions. Robot session charac-

terization was studied by Tan and Kumar [TK02].

The visits to a Web site have been modeled as a sequence of decisions by Hubermanet al. [HPPL98].

After each click, the user finds a page with a certain value that is the value ofthe last page plus a random

variable with a normal distribution. Under this model, the maximum depth on a Web sitefollows an inverse

Gaussian distribution that gives a better fit than a geometric distribution but uses two parameters instead of

one. The probability of a session of lengtht is approximatelyt−3/2.

Lukose and Huberman later extended this model [LH98] by adding a third parameter that represents

the discount value for future pages. This model can be used to design analgorithm for automatic browsing,

which is also the topic of a recent work by Liuet al. [LZY04].

In [AH00], it is shown that the surfing paths for different categories have different length, for instance,

user seeking for adult content tend to see more pages than users seeking for other types of information. This

is a motivation to study several different Web sites as user sessions can be different among them.

Leveneet al. [LBL01] proposed to use an absorbing state to represent the user leaving the Web site,

and analyzed the lengths of user sessions when the probability of followinga link is either constant (as in

Model B presented later), or decreases with session length. In the two Web sites studied, the distribution of

the length of user sessions is better modeled by an exponential decrease of the probability of following a link

as the user enters the Web site.

2.2 Indexing and querying Web pages

The Web search process has two main parts: off-line and on-line.

The off-line part is executed periodically by the search engine, and consists in downloading a sub-set of

the Web to build a collection of pages, which is then transformed into a searchable index.

The on-line part is executed every time a user query is executed, and uses the index to select some

candidate documents that are sorted according to an estimation on how relevant they are for the user’s need.

This process is depicted in Figure 2.3.

Web pages come in many different formats such as plain text, HTML pages, PDF documents, and other

proprietary formats. The first stage for indexing Web pages is to extracta standard logical view from the

documents. The most used logical view for documents in search engines is the “bag of words” model, in
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Figure 2.3: A Web search engine periodically downloads and indexes a sub-set of Web pages

(off-line operation). This index is used for searching and ranking in response to user queries

(on-line operation). The search engine is an interface between users and the World Wide Web.

which each document is seen only as an unordered set of words. In modern Web search engines, this view

is extended with extra information concerning word frequencies and text formatting attributes, as well as

meta-information about Web pages including embedded descriptions and explicit keywords in the HTML

markup.

There are several text normalization operations [BY04] that are executed for extracting keywords, the

most used ones are: tokenization, stopword removal and stemming.

Tokenization involves dividing the stream of text into words. While in some languages like English this

is very straightforward and involves just splitting the text using spaces andpunctuation, in other languages

like Chinese finding words can be very difficult.

Stopwords are words that carry little semantic information, usually functionalwords that appear in a

large fraction of the documents and therefore have little discriminating power for asserting relevance. In

information retrieval stopwords are usually discarded also for efficiency reasons, as storing stopwords in an

index takes considerable space because of their high frequency.

Stemming extracts the morphological root of every word. In global searchengines, the first problem

with stemming is that it is language dependent, and while an English rule-based stemming works well, in

some cases like Spanish, a dictionary-based stemmer has to be used, while in other languages as German

and Arabic stemming is quite difficult.

Other, more complex operations such as synonym translation, detecting multi-word expressions, phrase

identification, named entity recognition, word sense disambiguation, etc. are used in some application do-
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mains. However, some of these operations can be computationally expensive and if they have large error

rates, then they can be useless and even harm retrieval precision.

2.2.1 Inverted index

An inverted index is composed of two parts: a vocabulary and a list of occurrences. The vocabulary is a sorted

list of all the keywords, and for each term in the vocabulary, a list of all the “places” in which the keyword

appears in the collection is kept. Figure 2.4 shows a small inverted index, considering all words including

stopwords. When querying, the lists are extracted from the inverted indexand then merged. Queries are very

fast because usually hashing in memory is used for the vocabulary, and the lists of occurrences are pre-sorted

by some global relevance criteria.

Figure 2.4: A sample inverted index with three documents. All tokens areconsidered for

the purpose of this example, and the only text normalizationoperation is convert all tokens to

lowercase. Searches involving multiple keywords are solved using set operations.

The granularity of the choice of the items in the list of occurrences determinesthe size of the index, and

a small size can be obtained by storing only the document identifiers of the corresponding documents. If the

search engine also stores the position where the term appears on each page the index is larger, but can be

used for solving more complex queries such as queries for exact phrases, or proximity queries.

While the vocabulary grows sub-linearly with the collection size, the list of occurrences can be very

large. The complete inverted index can take a significant fraction of the space occupied by the actual collec-

tion. An inverted index does not fit in main memory for a Web collection, so several partial indices are built.

Each partial index represents only a subset of the collection and are latermerged into the full inverted index.

In Figure 2.5 the main stages of the indexation process are depicted. Duringparsing, links are extracted

to build a Web graph, and they can be analyzed later to generate link-basedscores that can be stored along

withe the rest of the metadata.
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Figure 2.5: Indexing for Web search. (1) Pages are parsed and links and extracted. (2) Partial

indices are written on disk when main memory is exhausted. (3) Indices are merged into a

complete text index. (4) Off-line link analysis can be used to calculate static link-based scores.

2.2.2 Distributing query load

Query response time in today’s search engines requires to be very fast,and should be done in a parallel

way involving several machines. For parallelization, the inverted index is usually distributed among several

physical computers. To partition the inverted index, two techniques are used: global inverted file and local

inverted file [TGM93].

When using a global inverted file, the vocabulary is divided into several parts containing roughly the

same amount of occurrences. Each computer is assigned a part of the vocabulary and all of its occurrences.

Whenever a query is received, the query is sent to the computers holdingthe query terms, and the results are

merged afterwards. Hence, load balancing is not easy.

When using a local inverted file, the document identifiers are divided, buteach computer gets the full

vocabulary. That is, step 3 in Figure 2.5 is omitted. A query is then broadcasted to all computers, obtaining

good load balance. This is the architecture used in main search engines today, as building and maintaining a

global index is hard.

Query processing involves a central “broker” that is assigned the taskof distributing incoming queries

and merging the results. As the results are usually shown in groups of 10 or20 documents per page, the
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broker does not need to request or merge full lists, only the top most results from each partial list.

Search engines exploit the fact that users seldom go past the first or second page of results. Search

engines provide approximate result counts because they never perform a full merge of the partial result lists,

so the total number of documents in the intersection can only be estimated. For thisreason, when a user asks

for the second or third page of results for a query, it is common that the fullquery is executed again.

2.2.3 Text-based ranking

The vector space model [Sal71] is the standard technique for ranking documents according to a query. Under

this model, both a document and a query are seen as a pair of vectors in a space with as many dimensions

as terms as the vocabulary. In a space defined in this way, the similarity of a query to a document is given

by a formula that transforms each vector using certain weights and then calculates the cosine of the angle

between the two weighted vectors:

sim(q,d) =
∑t wt,q×wt,d

√

∑t w2
t,q×

√

∑t w2
t,d

In pure text-based information retrieval systems, documents are shown to the users in decreasing order

using this similarity measure.

A weighting scheme uses statistical properties from the text and the query to give certain words more

importance when doing the similarity calculation. The most used scheme is the TF-IDF weighting scheme

[SB88], that uses the frequency of the terms in both queries and documents to compute the similarity.

TF stands forterm frequency, and the idea is that a that if a term appears several times in a document

it is better as for describing the contents of that document. The TF is usually normalized with respect to

document length, that is, the parameter used is the frequency of termt divided by the frequency of the most

frequent term in documentd:

t f t,d =
f reqt,d

max̀ f req̀ ,d

IDF stands forinverse document frequencyand reflects how frequent a term is in the whole collection.

The rationale is that a term that appears in a few documents gives more information that a term that appears

in many documents. IfN is the number of documents andnt if the number of documents containing the

query termt, thenid f t = log N
nt

.

Using these measures, the weight of each term in given by:

wt,q =

(

1
2

+
1
2

t f t,q

)

id f t , wt,d = t f t,d

The 1/2 factor is added to avoid a query term having 0 weight. Several alternative weighting schemes

have been proposed, but this weighting scheme is one of the most used andgives good results in practice.
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2.3 Connectivity-based ranking

Web links provide a source of valuable information. In a context in which thenumber of pages is very large,

and there are no trusted measures for asserting the quality of pages, Weblinks can be used as a collective,

“emerging” measure of page quality.

It is known that Web pages sharing a link are more likely to be topically related that unconnected Web

pages [Dav00]. The key assumption of connectivity-based ranking goes one step further, and asserts that a

hyperlink from a pagep′ to a pagep, means, in a certain way, that the content of pagep is endorsed by the

author of pagep′.

Several algorithms for connectivity-based ranking based on this assumption are the subject of a survey

by Henzinger [Hen01], and can be partitioned into:

• Query-independent ranking, that assign a fixed score to each page in the collection.

• Query-dependent ranking, or topic-sensitive ranking, that assign a score to each page in the collection

in the context of a specific query.

2.3.1 Query-independent ranking

The first connectivity based query-independent ranking method was called Hyperlink Vector Voting (HVV)

and was introduced by Li [Li98]. The HVV method uses the keywords appearing inside the links to a Web

page to confer it a higher score on those keywords. Only the count of keyword-link pairs is used, so this

ranking function is relatively easy to manipulate to get an undeserved ranking.

The Pagerank algorithm, introduced by Pageet al. [PBMW98], is currently an important part of the

ranking function used by the Google search engine [goo04]. The definition of Pagerank is recursive, stating

in simple terms that “a page with high Pagerank is a page referenced by many pages with high Pagerank”.

Pagerank can be seen as a recursive HVV method.

To calculate the Pagerank, each page on the Web is modeled as a state in a system, and each hyperlink

as a transition between two states. The Pagerank value of a page is the probability of being in a given page

when this system reaches its stationary state.

A good metaphor for understanding this is to imagine a “random surfer”, a person who visits pages at

random, and upon arrival to each page, chooses an outgoing link uniformly at random from the links in that

page. The Pagerank of a page is the fraction of time the random surfer spends at each page.

This simple system can be modeled by the following equation of a “simplified Pagerank”. In this and

the following equations,p is a Web page,Γ−(p) is the set of pages pointing top, andΓ+(p) is the set of
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pagesp points to.

Pagerank′(p) = ∑
x∈Γ−(p)

Pagerank′(x)
|Γ+(x)|

(2.5)

However, actual Web graphs include many pages with no out-links, which act as “rank sinks” as they

accumulate rank but never distribute it to other pages. In stationary state, only they would have Pagerank

> 0. These pages can be removed from the system and their rank computed later. Also, we would like pages

not to accumulate ranking by using indirect self-references –self-linksare easy to remove– not passing all of

their score to other pages. For these reasons, most of the implementations ofPagerank add “random jumps”

to each page. These random jumps are hyperlinks from every page to allpages in the collection, including

itself, which provide a minimal rank to all the pages as well as a damping effectfor self-reference schemes.

In terms of the random surfer model, we can state that when choosing the next step, the random surfer

either chooses a page at random from the collection with probabilityε, or chooses to follow a link from the

current page with probability 1− ε. This is the model used for calculating Pagerank in practice, and it is

described by the following equation:

Pagerank(p) =
ε
N

+(1− ε) ∑
x∈Γ−(p)

Pagerank(x)
|Γ+(x)|

(2.6)

N is the number of pages in the collection, and the parameterε is typically between 0.1 and 0.2, based

on empirical evidence. Pagerank is a global, static measure of quality of a Web page, very efficient in terms

of computation time, as it only has to be calculated once at indexing time and is later used repeatedly at

query time.

Note that Pagerank can also be manipulated and in fact there are thousands or millions of Web pages

created specifically for the objective of deceiving the ranking function.Eironet al. [EMT04] found that:

“Among the top 20 URLs in our 100 million page Pagerank calculation using teleportation to

random pages, 11 were pornographic, and they appear to have all been achieved using the same

form of link manipulation. The specific technique that was used was to createmany URLs

that all link to a single page, thereby accumulating the Pagerank that every page receives from

random teleportation, and concentrating it into a single page of interest.”

Another paradigm for ranking pages based on a Markov chain is an absorbing model introduced by

Amati et al. [AOP03, POA03]. In this model, the original Web graph is transformed adding, for each node,

a “clone node” with no out-links. Each clone nodep′ is only linked from one node in the original graphp.

When this system reaches stationary state, only the clone nodes have probabilities greater than zero. The

probability of the clone nodep′ is interpreted as the score of the original nodep. This model performs better

than Pagerank for some information retrieval tasks.
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A different paradigm for static ranking on the Web is the network flow modelintroduced by Tomlin

[Tom03]. For ranking pages, a (sub)graph of the Web is considered as carrying a finite amount of fluid,

and edges between nodes are pipes for this fluid. Using an entropy maximization method, two measures

are obtained: a “TrafficRank” that is an estimation of the maximum amount of flow through a node in this

network model, and a “page temperature”, which is a measure of the importance of a Web page, obtained by

solving the dual of this optimization problem. Both measures can be used for ranking Web pages, and both

are independent of Pagerank.

The models presented in this section summarize each page on the Web with a singlenumber, or a pair

of numbers, but as the creators of Pagerank note, “the importance of a Web page is an inherently subjective

matter that depends on readers interests, knowledge and attitudes” [PBMW98]; this is why query-dependent

ranking is introduced to create ranking functions that are sensitive to user’s needs.

2.3.2 Query-dependent ranking

In query-dependent ranking, the starting point is a “neighborhood graph”: a set of pages that are expected to

be relevant to the given query. Carriere and Kazman [CK97] proposeto build this graph by starting with a

set of pages containing the query terms; this set can be the list of results given by a full-text search engine.

This root setis augmented by its “neighborhood” that comprises all (or a large sample) ofthe pages directly

pointing to, or directly pointed by, pages in the root set. The construction procedure of the neighborhood set

is shown in Algorithm 1.

Figure 2.6 depicts the process of creation of the neighborhood set. The idea of limiting the number of

pages added to the neighborhood set by following back links was not part of the original proposal, but was

introduced later [BH98].

Figure 2.6: Expansion of the root set witht = 5 andd = 2. t is the number of pages in the root

set, andd is the maximum number of back-links to include in the neighborhood set.
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Algorithm 1 Creation of the neighborhood setSσ of queryσ
Require: σ query

Require: t > 0, size of root set.

Require: d > 0 number of back-links to include per page.

1: Rσ ← top t results using a search engine.

2: Sσ ← /0
3: for all p∈ Rσ do

4: Let Γ+(p) denote all pagesp points to

5: Let Γ−(p) denote all pages pointed byp

6: Sσ ← Sσ ∪Γ+(p)

7: if |Γ−(p)| ≤ d then

8: Sσ ← Sσ ∪Γ−(p)

9: else

10: Sσ ← Sσ∪ an arbitrary set ofd pages inΓ−(p)

11: end if

12: end for

13: Sσ is the neighborhood set of queryσ

It is customary that when considering links in the neighborhood set, only links in different Web sites are

included, as links between pages in the same Web site are usually created by the same authors as the pages

themselves, and do not reflect the relative importance of a page for the general community.

The most-cited algorithm, presented by Yuwono and Lee [YL96], is the simplest form of connectivity-

based query-dependent ranking: after the neighborhood set has been built, each pagep in it is assigned a

score that is the sum of the number of query terms appearing in the pages pointing to p. This algorithm

performed poorly when compared with pure content-based analysis, andits authors concluded that links by

themselves are not a reliable indicator of semantic relationship between Web pages.

A more complex idea is the HITS algorithm presented by Kleinberg [Kle99] thatis based on considering

that relevant pages can be either “authority pages” or “hub pages”. An authority page is expected to have

relevant content for a subject, and a hub page is expected to have many links to authority pages.

The HITS algorithm produces two scores for each page, called “authority score” and “hub score”. These

two scores have a mutually-reinforcing relationship: a page with high authority score is pointed to by many

pages with a high hub score, and a page with a high hub score points to many pages with a high authority

score, as shown in Figure 2.7.

An iterative version of this algorithm is shown in Algorithm 2; in this version, thenumber of iterations

is fixed, but the algorithm can be adapted to stop based on the convergence of the sequence of iterations.

The HITS algorithm suffers from several drawbacks in its pure form. Some of them were noted and
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Figure 2.7: Hubs and authorities in a small graph. Node 4 is the best hub page, as it points to

many authorities, and nodesb andg are the best authority pages.

Algorithm 2 Hub and authority score for each page inSσ
Require: Sσ neighborhood set of queryσ
Require: k number of iterations

1: n← |Sσ|

2: Let z denote the vector(1,1,1, ...1) ∈ Rn

3: H0 ← z

4: A0 ← z

5: for j = 1 tok do

6: for i = 1 ton do

7: H j [i] ← ∑x∈Γ+(i) A j−1[x] {Γ+(i) are pagesi points to}

8: A j [i] ← ∑x∈Γ−(i) H j [x] {Γ−(i) are pages pointing toi}

9: end for

10: NormalizeH j andA j so their components sum 1

11: end for

12: Hk is the vector of hub scores

13: Ak is the vector of authority scores

solved by Bharat and Henzinger [BH98]:

(a) Not all the documents in the neighborhood set are about the original topic (“topic drifting”).

(b) There are nepotistic, mutually-reinforcing relationships between some hosts.

(c) There are many automatically generated links.

Problem (a) is the most important, as while expanding the root set, it is common to include popular pages

that are highly-linked, but unrelated to the query topic. The solution is to useanalysis of the contents of the

documents when executing Algorithm 1, and pruning the neighborhood graph by removing the documents

that are too different from the query. This is done using a threshold forthe standard TF-IDF measure of

similarity [SB88] between documents and queries.
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Problems (b) and (c) can be avoided using the following heuristic: if there are k edges from documents

on a host to documents in another host, then each edge is given a weight of1/k. This gives each document

the same amount of influence on the final score, regardless of the numberof links in that specific document.

A different variation of the HITS algorithm, designed specifically to avoid “topic drifting”, was pre-

sented by Chakrabartiet al. [CDR+98]. In their approach, for each link, the text near it in the origin page

and the full text of the destination page are compared. If they are similar, thelink is given a high weight, as

it carries information about semantic similarity between the origin and destination pages. As this heuristic

keeps the pages in the neighborhood set more closely related, a more relaxed expansion phase can be done.

The authors propose to follow two levels of links forward and backward from the root set, instead of just

one.

Another approach to query-dependent ranking is topic-sensitive Pagerank, introduced by Haveliwala

[Hav02], in this method, multiple scores for each page are pre-computed atindexing time, using an algorithm

similar to Pagerank. Each score represents the importance of a page for each topic from a set of pre-defined

topics. At query time, the ranking is done using the query to assign weights to the different topic-sensitive

Pagerank scores of each page.

2.4 Web crawling issues

There are two important characteristics of the Web that generate a scenario in which Web crawling is very

difficult: its large volume and its rate of change, as there is a huge amount of pages being added, changed

and removed every day. Also, network speed has improved less than current processing speeds and storage

capacities. The large volume implies that the crawler can only download a fraction of the Web pages within

a given time, so it needs to prioritize its downloads. The high rate of change implies that by the time the

crawler is downloading the last pages from a site, it is very likely that new pages have been added to the site,

or that pages that have already been updated or even deleted.

Crawling the Web, in a certain way, resembles watching the sky in a clear night:what we see reflects

the state of the stars at different times, as the light travels different distances. What a Web crawler gets is not

a “snapshot” of the Web, because it does not represents the Web at any given instant of time [BYRN99]. The

last pages being crawled are probably very accurately represented,but the first pages that were downloaded

have a high probability of have been changed. This idea is depicted in Figure 2.8.

As Edwardset al. note, “Given that the bandwidth for conducting crawls is neither infinite norfree it

is becoming essential to crawl the Web in a not only scalable, but efficient way if some reasonable measure

of quality or freshness is to be maintained.” [EMT01]. A crawler must carefully choose at each step which

pages to visit next.

The behavior of a Web crawler is the outcome of a combination of policies:
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Figure 2.8: As the crawling process takes time and the Web is very dynamic, the search en-

gine’s view of the Web represents the state of Web pages at different times. This is similar to

watching the sky at night, as the stars we see never existed simultaneously as we see them.

• A selection policythat states which pages to download.

• A re-visit policythat states when to check for changes to the pages.

• A politeness policythat states how to avoid overloading Web sites.

• A parallelization policythat states how to coordinate distributed Web crawlers.

2.4.1 Selection policy

Given the current size of the Web, even large search engines cover only a portion of the publicly available

content; a study by Lawrence and Giles [LG00] showed that no search engine indexes more than 16% of

the Web. As a crawler always downloads just a fraction of the Web pages, it is highly desirable that the

downloaded fraction contains the most relevant pages, and not just a random sample of the Web.

This requires a metric of importance for prioritizing Web pages. The importance of a page is a function

of its intrinsic quality, its popularity in terms of links or visits, and even of its URL (the latter is the case

of vertical search engines restricted to a single top-level domain, or search engines restricted to a fixed

Website). Designing a good selection policy has an added difficulty: it must work with partial information,

as the complete set of Web pages is not known during crawling.

Cho et al. [CGMP98] made the first study on policies for crawling scheduling. Their data set was

a 180,000-pages crawl from thestanford.edu domain, in which a crawling simulation was done with

different strategies. The ordering metrics tested were breadth-first, backlink-count and partial Pagerank,
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which are defined later in this article. One of the conclusions was that if the crawler wants to download

pages with high Pagerank early during the crawling process, then the partial Pagerank strategy is the better,

followed by breadth-first and backlink-count. However, these resultsare for just a single domain.

Najork and Wiener [NW01] performed an actual crawl on 328 million pages, using breadth-first order-

ing. They found that a breadth-first crawl captures pages with high Pagerank early in the crawl (but they did

not compared this strategy against other strategies). The explanation given by the authors for this result is

that “the most important pages have many links to them from numerous hosts, and those links will be found

early, regardless of on which host or page the crawl originates”.

Abiteboul et al. [APC03] designed a crawling strategy based on an algorithm called OPIC (On-line

Page Importance Computation). In OPIC, each page is given an initial sum of “cash” which is distributed

equally among the pages it points to. It is similar to a Pagerank computation, but itis faster and is only done

in one step. An OPIC-driven crawler downloads first the pages in the crawling frontier with higher amounts

of “cash”. Experiments were carried in a 100,000-pages synthetic graph with a power-law distribution of

in-links. However, there was no comparison with other strategies nor experiments in the real Web.

Boldi et al. [BSV04] used simulation on subsets of the Web of 40 million from the.it domain and

100 million pages from the WebBase crawl, testing breadth-first against random ordering and an omniscient

strategy. The winning strategy was breadth-first, although a random ordering also performed surprisingly

well. One problem is that the WebBase crawl is biased to the crawler used to gather the data. They also

showed how bad Pagerank calculations carried on partial subgraphs of the Web, obtained during crawling,

can approximate the actual Pagerank.

The importance of a page for a crawler can also be expressed as a function of the similarity of a page

to a given query. This is called “focused crawling” and was introduced by Chakrabartiet al. [CvD99]. The

main problem in focused crawling is that in the context of a Web crawler, we would like to be able to predict

the similarity of the text of a given page to the querybefore actually downloading the page. A possible

predictor is the anchor text of links; this was the approach taken by Pinkerton [Pin94] in a crawler developed

in the early days of the Web. Diligentiet al. [DCL+00] propose to use the complete content of the pages

already visited to infer the similarity between the driving query and the pages that have not been visited yet.

The performance of a focused crawling depends mostly on the richness of links in the specific topic being

searched, and a focused crawling usually relies on a general Web search engine for providing starting points.

2.4.2 Re-visit policy

The Web has a very dynamic nature, and crawling a fraction of the Web cantake a long time, usually

measured in weeks or months. By the time a Web crawler has finished its crawl, many events could have

happened. We characterize these events as creations, updates and deletions [BYCSJ04]:
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Creations When a page is created, it will not be visible on the public Web space until it is linked, so we

assume that at least one page update –adding a link to the new Web page– must occur for a Web page

creation to be visible.

A Web crawler starts with a set of starting URLs, usually a list of domain names,so registering a

domain name can be seen as the act of creating a URL. Also, under some schemes of cooperation the

Web server could provide a list of URLs without the need of a link, as shown in Chapter 6.

Updates Page changes are difficult to characterize: an update can be eitherminor, or major. An update

is minor if it is at the paragraph or sentence level, so the page is semantically almost the same and

references to its content are still valid. On the contrary, in the case of a major update, all references to

its content are not valid anymore. It is customary to consideranyupdate asmajor, as it is difficult to

judge automatically if the page’s content is semantically the same. Characterization of partial changes

is studied in [LWP+01, NCO04].

Deletions A page is deleted if it is removed from the public Web, or if all the links to that page are removed.

Note that even if all the links to a page are removed, the page is no longer visible in the Web site, but

it will still be visible by the Web crawler. It is almost impossible to detect that a page has lost all its

links, as the Web crawler can never tell if links to the target page are not present, or if they are only

present in pages that have not been crawled.

Undetected deletions are more damaging for a search engine’s reputation than updates, as they are

more evident to the user. The study by Lawrence and Giles about searchengine performance [LG00]

reports that on average 5.3% of the links returned by search engines point to deleted pages.

Cost functions

From the search engine’s point of view, there is a cost associated with not detecting an event, and thus having

an outdated copy of a resource. The most used cost functions, introduced in [CGM00], are freshness and

age.

FreshnessThis is a binary measure that indicates whether the local copy is accurate ornot. The freshness

of a pagep in the repository at timet is defined as:

Fp(t) =







1 if p is equal to the local copy at timet

0 otherwise
(2.7)

Age This is a measure that indicates how outdated the local copy is. The age of a pagep in the repository,
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at timet is defined as:

Ap(t) =







0 if p is not modified at timet

t −modification time ofp otherwise
(2.8)

The evolution of these two quantities is depicted in Figure 2.9.

Figure 2.9: Evolution of freshness and age with time. Two types of event can occur: modifi-

cation of a Web page in the server (eventmodify) and downloading of the modified page by the

crawler (eventsync).

Coffmanet al. [EGC98] worked with a definition of the objective of a Web crawler that is equivalent to

freshness, but use a different wording: they propose that a crawler must minimize the fraction of time pages

remain outdated. They also noted that the problem of Web crawling can be modeled as a multiple-queue,

single-server polling system, on which the Web crawler is the server and theWeb sites are the queues. Page

modifications are the arrival of the customers, and switch-over times are theinterval between page accesses

to a single Web site. Under this model, mean waiting time for a customer in the polling system is equivalent

to the average age for the Web crawler.

Strategies

The objective of the crawler is to keep the average freshness of pagesin its collection as high as possibly, or

to keep the average age of pages as low as possible. These objectives are not equivalent: in the first case,

the crawler is just concerned withhow manypages are out-dated, while in the second case, the crawler is

concerned withhow oldthe local copies of pages are.
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Two simple re-visiting policies were studied by Cho and Garcia-Molina [CGM03a]:

Uniform policy This involves re-visiting all pages in the collection with the same frequency, regardless of

their rates of change.

Proportional policy This involves re-visiting more often the pages that change more frequently.The visit-

ing frequency is directly proportional to the (estimated) change frequency.

In both cases, the repeated crawling order of pages can be done eitherat random or with a fixed order.

Cho and Garcia-Molina proved the surprising result that, in terms of average freshness, theuniform

policy outperforms theproportional policyin both a simulated Web and a real Web crawl. The explanation

for this result comes from the fact that, when a page changes too often, the crawler will waste time by trying

to re-crawl it too fast and still will not be able to keep its copy of the page fresh. ”To improve freshness, we

should penalize the elements that change too often” [CGM03a].

The optimal re-visiting policy is neither the uniform policy nor the proportionalpolicy. The optimal

method for keeping average freshness high includes ignoring the pagesthat change too often, and the optimal

for keeping average age low is to use access frequencies that monotonically (and sub-linearly) increase with

the rate of change of each page. In both cases, the optimal is closer to the uniform policy than to the

proportional policy: as Coffmanet al. [EGC98] note, “in order to minimize the expected obsolescence time,

the accesses to any particular page should be kept as evenly spaced aspossible”.

Explicit formulas for the re-visit policy are not attainable in general, but they are obtained numerically,

as they depend on the distribution of page changes. Note that the re-visitingpolicies considered here regard

all pages as homogeneous in terms of quality –all pages on the Web are worththe same– something that is

not a realistic scenario, so further information about the Web page quality should be included to achieve a

better crawling policy.

2.4.3 Politeness policy

As noted by Koster [Kos95], the use of Web robots is useful for a number of tasks, but comes with a price

for the general community. The costs of using Web robots include:

• Network resources, as robots require considerable bandwidth, and operate with a high degree of par-

allelism during a long period of time.

• Server overload, especially if the frequency of accesses to a given server is too high.

• Poorly written robots, which can crash servers or routers, or which download pages they cannot handle.

• Personal robots that, if deployed by too many users, can disrupt networks and Web servers.
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A partial solution to these problems is the robots exclusion protocol [Kos96]that is a standard for

administrators to indicate which parts of their Web servers should not be accessed by robots. This standard

does not include a suggestion for the interval of visits to the same server, even though this interval is the most

effective way of avoiding server overload.

The first proposal for the interval between connections was given in [Kos93] and was 60 seconds.

However, if we download pages at this rate from a Web site with more than 100,000 pages over a perfect

connection with zero latency and infinite bandwidth, it would take more than 2 months to download only

that entire Web site; also, we would be using a fraction of the resources from that Web server permanently.

This does not seems acceptable.

Cho [CGM03b] uses 10 seconds as an interval for accesses, and theWIRE crawler [BYC02] uses 15

seconds as the default. The Mercator Web crawler [HN99] follows an adaptive politeness policy: if it tookt

seconds to download a document from a given sever, the crawler waits for 10×t seconds before downloading

the next page. Dillet al. [DKM +02] use 1 second.

Anecdotal evidence from access logs shows that access intervals from known crawlers vary between 20

seconds and 3–4 minutes. It is worth noticing that even when being very polite, and taking all the safeguards

to avoid overloading Web servers, some complaints from Web server administrators are received. Brin and

Page note that:

“... running a crawler which connects to more than half a million servers (...) generates a fair

amount of email and phone calls. Because of the vast number of people coming on line, there

are always those who do not know what a crawler is, because this is the first one they have seen.”

[BP98].

2.4.4 Parallelization policy

A parallel crawler is a crawler that runs multiple process in parallel. The goal is to maximize the download

rate while minimizing the overhead from parallelization and to avoid repeated downloads of the same page.

To avoid downloading the same page more than once, the crawling system requires a policy for assigning

the new URLs discovered during the crawling process, as the same URL can be found by two different

crawling processes. Cho and Garcia-Molina [CGM02] studied two types of policy:

Dynamic assignmentWith this type of policy, a central server assigns new URLs to different crawlers

dynamically. This allows the central server to, for instance, dynamically balance the load of each

crawler.

With dynamic assignment, typically the systems can also add or remove downloader processes. The

central server may become the bottleneck, so most of the workload must be transfered to the distributed

crawling processes for large crawls.
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There are two configurations of crawling architectures with dynamic assignment that have been de-

scribed by Shkapenyuk and Suel [SS02]:

• A small crawler configuration, in which there is a central DNS resolver andcentral queues per

Web site, and distributed downloaders.

• A large crawler configuration, in which the DNS resolver and the queues are also distributed.

Static assignmentWith this type of policy, there is a fixed rule stated from the beginning of the crawl that

defines how to assign new URLs to the crawlers.

For static assignment, a hashing function can be used to transform URLs (or, even better, complete

Web site names) into a number that corresponds to the index of the corresponding crawling process.

As there are external links that will go from a Web site assigned to one crawling process to a Web site

assigned to a different crawling process, some exchange of URLs must occur.

To reduce the overhead due to the exchange of URLs between crawling processes, the exchange should

be done in batch, several URLs at a time, and the most cited URLs in the collection should be known

by all crawling processes before the crawl (e.g.: using data from a previous crawl) [CGM02].

An effective assignment function must have three main properties: each crawling process should get

approximately the same number of hosts (balancing property), if the number of crawling processes grows,

the number of hosts assigned to each process must shrink (contra-variance property), and the assignment

must be able to add and remove crawling processes dynamically. Boldiet al. [BCSV04] propose to use

consistent hashing, which replicates the buckets, so adding or removing abucket does not requires re-hashing

of the whole table to achieve all of the desired properties.

2.5 Web crawler architecture

A crawler must have a good crawling strategy, as noted in the previous sections, but it also needs a highly

optimized architecture. Shkapenyuk and Suel [SS02] noted that:

“While it is fairly easy to build a slow crawler that downloads a few pages persecond for a short

period of time, building a high-performance system that can download hundreds of millions of

pages over several weeks presents a number of challenges in system designed, I/O and network

efficiency, and robustness and manageability.”

Web crawlers are a central part of search engines, and details on theiralgorithms and architecture are

kept as business secrets. When crawler designs are published, thereis often an important lack of detail

that prevents other from reproducing the work. There are also emerging concerns about “search engine
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spamming”, which prevent major search engines from publishing their ranking algorithms. The typical high-

level architecture of Web crawlers is shown in Figure 2.10.

Figure 2.10: Typical high-level architecture of a Web crawler, involving a scheduler and a

multi-threaded downloader. The two main data structures are the Web page (text) storage and

the URL queue.

2.5.1 Examples of Web crawlers

The following is a list of published crawler architectures for general-purpose crawlers (excluding focused

Web crawlers), with a brief description that includes the names given to the different components and out-

standing features:

RBSE [Eic94] was the first published Web crawler. It was based on two programs: the first program,

“spider” maintains a queue in a relational database, and the second program “mite”, is a modifiedwww

ASCII browser that downloads the pages from the Web.

WebCrawler [Pin94] was used to build the first publicly-available full-text index of a sub-set of the Web.

It was based on lib-WWW to download pages, and another program to parse and order URLs for

breadth-first exploration of the Web graph. It also included a real-time crawler that followed links

based on the similarity of the anchor text with the provided query.

World Wide Web Worm [McB94] was a crawler used to build a simple index of document titles and URLs.

The index could be searched by using thegrep UNIX command.

Internet Archive Crawler [Bur97] is a crawler designed with the purpose of archiving periodic snapshots

of a large portion of the Web. It uses several process in a distributed fashion, and a fixed number
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of Web sites are assigned to each process. The inter-process exchange of URLs is carried in batch

with a long time interval between exchanges, as this is a costly process. The Internet Archive Crawler

also has to deal with the problem of changing DNS records, so it keeps anhistorical archive of the

hostname to IP mappings.

WebSPHINX [MB98] is composed of a Java class library that implements multi-threaded Web page re-

trieval and HTML parsing, and a graphical user interface to set the starting URLs, to extract the

downloaded data and to implement a basic text-based search engine.

Google Crawler [BP98] is described in some detail, but the reference is only about an early version of

its architecture, which was based in C++ and Python. The crawler was integrated with the indexing

process, because text parsing was done for full-text indexing and also for URL extraction. There is an

URL server that sends lists of URLs to be fetched by several crawling processes. During parsing, the

URLs found were passed to a URL server that checked if the URL have been previously seen. If not,

the URL was added to the queue of the URL server.

CobWeb [dSVG+99] uses a central “scheduler” and a series of distributed “collectors”. The collectors parse

the downloaded Web pages and send the discovered URLs to the scheduler, which in turns assign them

to the collectors. The scheduler enforces a breadth-first search order with a politeness policy to avoid

overloading Web servers. The crawler is written in Perl.

Mercator [HN99] is a modular Web crawler written in Java. Its modularity arises from theusage of in-

terchangeable “protocol modules” and “processing modules”. Protocols modules are related to how

to acquire the Web pages (e.g.: by HTTP), and processing modules are related to how to process

Web pages. The standard processing module just parses the pages andextract new URLs, but other

processing modules can be used to index the text of the pages, or to gatherstatistics from the Web.

WebFountain [EMT01] is a distributed, modular crawler similar to Mercator but written in C++.It features

a “controller” machine that coordinates a series of “ant” machines. After repeatedly downloading

pages, a change rate is inferred for each page and a non-linear programming method must be used

to solve the equation system for maximizing freshness. The authors recommend to use this crawling

order in the early stages of the crawl, and then switch to a uniform crawling order, in which all pages

being visited with the same frequency.

PolyBot [SS02] is a distributed crawler written in C++ and Python, which is composed of a “crawl man-

ager”, one or more “downloaders” and one or more “DNS resolvers”.Collected URLs are added to

a queue on disk, and processed later to search for seen URLs in batch mode. The politeness policy

considers both third and second level domains (e.g.:www.example.com andwww2.example.com are

third level domains) because third level domains are usually hosted by the same Web server.
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WebRACE [ZYD02] is a crawling and caching module implemented in Java, and used as a part of a more

generic system called eRACE. The system receives requests from users for downloading Web pages, so

the crawler acts in part as a smart proxy server. The system also handles requests for “subscriptions” to

Web pages that must be monitored: when the pages changes, they must be downloaded by the crawler

and the subscriber must be notified. The most outstanding feature of WebRACE is that, while most

crawlers start with a set of “seed” URLs, WebRACE is continuously receiving new starting URLs to

crawl from.

Ubicrawler [BCSV04] is a distributed crawler written in Java, and it has no central process. It is composed

of a number of identical “agents”; and the assignment function is calculatedusing consistent hashing

of the host names. There is zero overlap, meaning that no page is crawledtwice, unless a crawling

agent crashes (then, another agent must re-crawl the pages from the failing agent). The crawler is

designed to achieve high scalability and to be tolerant to failures.

FAST Crawler [RM02] is the crawler used by the FAST search engine, and a general description of its

architecture is available. It is a distributed architecture in which each machineholds a “document

scheduler” that maintains a queue of documents to be downloaded by a “document processor” that

stores them in a local storage subsystem. Each crawler communicates with the other crawlers via a

“distributor” module that exchanges hyperlink information.

WIRE [BYC02, CBY02] is the crawler developed for this research, and is described in detail in Chapter 7

of this thesis.

In addition to the specific crawler architectures listed above, there are general crawler architectures

published by Cho [CGM02] and Chakrabarti [Cha03].

A few Web crawlers have been released under the GNU public license: Larbin [Ail04], WebBase

[Dac02], a free version of WebSPHINX [Mil04], GRUB [gru04] and HT://Dig [htd04]. For commercial

products, see [SS04, bot04].

About practical issues of building a Web crawler, which is the subject of Appendix A, a list of recom-

mendations for building a search engine was written by Patterson [Pat04].

2.5.2 Architectures for cooperation between Web sites and search engines

We study cooperation schemes for Web servers in Chapter 6. In this thesis, we only consider the cooperation

between Web servers and crawlers, not between crawlers: this issue isstudied in [McL02], using a crawler

simulator and proving that crawlers can benefit from sharing information about last-modification date of

pages. In this case, the cooperation between search engines occurs at crawling time, but search engines

could also exchange information later, like in the “STARTS” proposal [GCGMP97].
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There are several methods for keeping mirrors (replicas) of informationservices; these methods are not

directly suitable for Web server cooperation because the crawler usuallyis interested in only a subset of the

pages (the most interesting ones) and not in the entire site. Mirroring methods include RSYNC [TP03], that

generates a series of fingerprints for “chunks” of data, and then compares those fingerprints to compress and

send only the modified parts. CTM [Kam03] is a method for sending differences via e-mail, used to keep

copies of source code for the Open BSD operating systems up-to-date.

A specific proposal for pushing last-modification data to Web crawlers is presented by Gupta and Camp-

bell [GC01], including a cost model in which the meta-data is sent only if the Web site is misrepresented

above a certain threshold in the search engine. A more general Internetnotification system was presented by

Brandt and Kristensen [BK97].

The Distribution and Replication Protocol (DRP) [vHGH+97] provides a protocol to distribute data

using HTTP and data fingerprinting and index files. Another proposal that uses a series of files containing

descriptions of Web pages, is presented in [BCGMS00].

DASL [RRDB02], the DAV searching and locating protocol, is a proposed extension to DAV that will

allow searching the Web server using an HTTP query with certain extensions, but neither the query syntax

nor the query semantics are specified by the protocol.

2.6 Conclusions

In this chapter, we have surveyed selected publications from the related work that are relevant for this thesis.

We have focused in link analysis and Web crawling.

In the literature, we found that link analysis is an active research topic in theinformation retrieval

community. The Web is very important today because it is the cornerstone of the information age, and is

used by millions of persons every day, and it is natural that it provides opportunities for both business and

research. Link analysis is, in a sense, the most important “new” component of the Web in relation to previous

document collections and traditional information retrieval, and probably this explain why the field of link

analysis has been so active.

On the contrary, the topic of Web crawling design is not represented so well in the literature, as there

are few publications available. Web crawling research is affected by business secrecy because Web search

engines, in a sense, mediate the interaction between users and Web sites andare the key for success of many

Web sites. There is also secrecy involved because there are many concerns about search engine spamming,

because there are no known ranking functions absolutely resilient to malicious manipulation, so ranking

functions and crawling methods are usually not published.

The next chapter starts the main part of this thesis by presenting a new crawling model and architecture.
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Chapter 3

A New Crawling Model and Architecture

Web crawlers have to deal with several challenges at the same time, and someof them contradict each other.

They must keep fresh copies of Web pages, so they have to re-visit pages, but at the same time they must

discover new pages, which are found in the modified pages. They must use the available resources such as

network bandwidth to the maximum extent, but without overloading Web servers as they visit them. They

must get many “good pages”, but they cannot exactly know in advance which pages are the good ones.

In this chapter, we present a model that tightly integrates crawling with the rest of a search engine and

gives a possible answer to the problem of how to deal with these contradictory goals, by means of adjustable

parameters. We show how this model generalizes several particular cases, and propose a crawling software

architecture that implements the model.

The rest of this chapter is organized as follows: Section 3.1 presents the problem of crawler scheduling,

and Section 3.2 discusses the problems of a typical crawling model. Section 3.3shows how to separate short-

term and long-term scheduling, and Section 3.4 shows how to combine page freshness and quality to obtain

an efficient crawling order. Section 3.5 introduces a general crawler architecture that is consistent with these

observations.

Note: portions of this chapter have been presented in [CBY02, BYC02].

3.1 The problem of crawler scheduling

We consider a Web crawler that has to download a set of pages, with eachpagep having sizeSp measured in

bytes, using a network connection of capacityB, measured in bytes per second. The objective of the crawler

is to download all the pages in the minimum time. A trivial solution to this problem is to download all the

Web pages simultaneously, and for each page use a fraction of the bandwidth proportional to the size of each
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page. IfBp is the downloading speed for pagep, then:

Bp =
Sp

T∗
(3.1)

WhereT∗ is the optimal time to use all of the available bandwidth:

T∗ =
∑pSp

B
(3.2)

This scenario is depicted in Figure 3.1a.

(a) Full parallelization (b) Full serialization

Figure 3.1: Two unrealistic scenarios for Web crawling: (a) parallelizing all page downloads

and (b) serializing all page downloads. The areas representpage sizes, as size= speed× time.

However, there are many restrictions that forbid this optimistic scenario. Onerestriction is that a

scheduling policy must avoid overloading Web sites, enforcing a politenesspolicy as described in Section

2.4.3: a Web crawler should not download more than one page from a singleWeb site at a time, and it should

wait several seconds between requests.

Instead of downloading all pages in parallel, we could also serialize all the requests, downloading only

one page at a time at the maximum speed, as depicted in Figure 3.1b. However,the bandwidth available for

Web sitesBMAX
i is usually lower than the crawler bandwidthB, so this scenario is not realistic either.

The presented observations suggest that actual download time lines are similar to the one shown in

Figure 3.2. In the Figure, the optimal timeT∗ is not achieved, because some bandwidth is wasted due to

limitations in the speed of Web sites (in the figure,BMAX
3 , the maximum speed for page 3 is shown), and to

the fact that the crawler must wait between accesses to a Web site.
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Figure 3.2: A more realistic download time line for Web crawlers. Pages 1−2 and 4−5 belong

to the same site, and the crawler waitsw seconds between them. The hatched portion is wasted

bandwidth due to the constraints in the scheduling policy. The optimal timeT∗ is not achieved.

To overcome the problems shown in Figure 3.2, it is clear that we should try to saturate the network

link, downloading pages from many different Web sites at the same time. Unfortunately, most of the pages

are located in a small number of sites: the distribution of pages to sites, shown inFigure 3.3, is very bad in

terms of crawler scalability. Thus, it is not possible to use productively a large number of robots and it is

difficult to achieve a high utilization of the available bandwidth.
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Figure 3.3: Distribution of site sizes in a sample of the Chilean Web. There are a few Web

sites that are very large, and a large fraction of small Web sites. This poses a problem to Web

crawlers, as they must download several pages from a small number of Web sites but at the

same time they must avoid overloading them with requests.

There is another serious practical constraint: the HTTP request has latency, and the latency time can be

over 25% of the total time of the request [LF98]. This latency is mainly the time it takes to establish the TCP

41



connection and it can be partially overcome if the same connection is used to issue several requests using the

HTTP/1.1 “keep-alive” feature.

3.2 Problems of the typical crawling model

Crawling literature emphasizes on the words “crawler” and “spider”, and those words suggests walking

through a directed graph. That is very far from what is really happening, because crawling is just automatic

page downloading that does not need to follow a browsing-like pattern: in some cases a breadth-first approach

is used, in other cases the crawling is done in a way that has not an obviousrepresentation on the Web graph,

and does not resembles a graph traversal.

The typical crawling algorithm comes from the early days of the World Wide Web, and it is given by

Algorithm 3.

Algorithm 3 Typical crawling algorithm
Require: p1, p2, ..., pn starting URLs

1: Q = {p1, p2, ..., pn}, queue of URLs to visit.

2: V = /0, visited URLs.

3: while Q 6= /0 do

4: Dequeuep∈ Q, selectp according to some criteria.

5: Do an asynchronous network fetch forp.

6: V = V ∪{p}

7: Parsep to extract text and extract outgoing links

8: Γ+(p) ← pages pointed byp

9: for eachp′ ∈ Γ+(p) do

10: if p′ /∈V ∧ p′ /∈ Q then

11: Q = Q∪{p′}

12: end if

13: end for

14: end while

We consider that this algorithm can be improved, because during crawling itis not necessary to add the

newly found URLs toQ each and every time a Web page is parsed. The new URLs can be added in groups

or “batches”, because:

Indexing is done in batches.The crawling process adds information to acollection that will be indexed.

The indexing process is done in batch, many megabytes of text at a time, and with current algorithms

it is very inefficient to do it one document at a time, unless one can achieve an exact balance between

the incoming stream of documents and the processing speed of the index [TLNJ01], and in this case,
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the index construction becomes the bottleneck. Thus, in most search engines, the index is not updated

continuously but completely at the same time. To the best of our knowledge, thisis the case for

most large search engines, and there is even a term coined for the updateof Google’s index (“Google

dance”), when the new index is distributed to the different data centers [Sob03]. When the index is

updated in batches, it is not important which URLs were transferred first.

Distributed crawlers exchange URLs in batches.If the crawler is distributed, then it has to send the re-

sults back to a central server, or it has to exchange results with other crawling processes. For better

performance, it must send many URLs at a time, as the exchange of URLs generates an overhead that

is mostly given by the context switches, not for the (relatively small) size of the URLs [CGM02]. This

means that how the URLs are orderedlocally should not impact theglobalcrawling order.

The important URLs are seen earlier in the crawl. If some URL ordering is done and if this ordering is

not based on text-similarity to a query, then in steady state a page that we havejust seen is a very

unlikely candidate to be downloaded in the near future: “good” pages areseen early in the crawling

process [NW01]. Conversely, if a URL is seen for the first time in a late stage of the crawling process,

there is a high probability that it is not a very interesting page. This is obviously true if Pagerank

[PBMW98] is used, because it reflects the time a random surfer “spends” at the page and if a random

surfer spends more time in a page, then probably the page can be reachedfrom several links.

We have noticed that previous work tends to separate two similar problems andto mix two different

problems:

• The two different problems that are usually mixed are the problem of short-term efficiency (maximiz-

ing the bandwidth usage and being polite with servers) and long-term efficiency (ordering the crawling

process to download important pages first). We discuss why these two problems can be separated in

Section 3.3.

• The two related problems that are usually treated as separate issues are theindex freshness and the

index intrinsic quality. We consider that it is better to think in terms of a series of scores related

to different characteristics of the documents in the collection,including freshness, which should be

weighted accordingly to some priorities that vary depending on the usage context of the crawler. This

idea is further developed in Section 3.4.

3.3 Separating short-term from long-term scheduling

We intend to deal with long-term scheduling and short-term scheduling separately. To be able to do this,

we must prove that both problems can be separated, namely, we must checkif the intrinsic quality of a Web
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page or a Web server is related to the bandwidth available to download that page. If that were the case, then

we would not be able to select the most important pages first and later re-order pages to use the bandwidth

effectively, because while choosing the important pages we would be affecting the network transfer speed.

We designed and ran the following experiment to validate this hypothesis. We took one thousand

Chilean site names at random from the approximately 50,000 currently existing. We accessed the home page

of these Web sites repeatedly each 6 hours during a 2-weeks period, and measured the connection speed

(bytes/second) and latency (seconds). To get a measure of the network transfer characteristics and avoid

interferences arising from variations in the connections to different servers, pages were accessed sequentially

(not in parallel).

From the 1000 home pages, we were able to successfully measure 750 of them, as the others were down

during a substantial fraction of the observed period, or did not answerour request with an actual Web page.

In the analysis, we consider only Web sites that answered to the requests.

As a measure of the “importance” of Web sites, we used the number of in-linksfrom different Web sites

in the Chilean Web, as this is a quantitative measure of the popularity of the Web site among other Web site

owners.

We measured the correlation coefficientr between the number of in-links and the speed (r = −0.001),

and between the number of in-links and the latency (r = −0.069). The correlation between these parameters

is not statistically significant. These results show that the differences in the network connections to “impor-

tant” pages and “normal” pages are not relevant to long-term scheduling. Figure 3.4 shows a scatter plot of

connection speed and number of in-links.
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Figure 3.4: Scatter plot of connection speed (in Kilobytes per second) and latency (in seconds)

versus popularity (measured as the number of in-links). In our experiments, we found no sig-

nificant correlation between these variables. The results are averages of the measures obtained

by connecting to 750 Web sites sequentially every 6 hours during a 2-weeks period.

For completeness, we also used the data gathered during this experiment to measure the correlation
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between the connection speed and latency (r =−0.645), which is high, as shown in Figure 3.5. In the graph,

we can see that Web sites with higher bandwidths tend to have low latency times.
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Figure 3.5: Scatter plot of connection speed versus latency. Web sites with low connection

speeds tend to have also low latency.

Another interesting result that we obtained from this experiment was that connection speeds and latency

times varied substantially during the observed period. We found on average a relative deviation of 42% for

speed and 96% for latency, so these two quantities cannot be predicted based only on their observed mean

values. The daily and weekly periodicity in Web server response time observed by Liu [Liu98] has to be

considered for a more accurate prediction: Diligentiet al. [DMPS04] maintain several observed values for

predicting connection speed, and group the observations by time of the dayto account for the periodicity in

Web server response time.

3.4 Combining page freshness and quality

A search engine’s crawler is designed to create a collection of pages thatis useful for the search engine’s

index. To be useful, the index should balance comprehensiveness andquality. These two goals compete,

because at each scheduling step, the crawler must decide between downloading a new page, not currently

indexed, or refreshing a page that is probably outdated in the index. There is a trade-off between quantity

(more objects) and quality (more up-to-date objects).

In the following, we propose a function to measure the quality of the index of asearch engine. The

crawler’s goal is to maximize this function.

We start by stating three factors that are relevant for the quality of a Web page in the index:

Intrinsic quality of the page. The index should contain a large number of Web pages that areinteresting

to the search engine’s users. However, the definition of what will be interesting for users is a slippery

one, and currently a subject of intense research. A number of strategies have been proposed [CGMP98,
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DCL+00, NW01], usually relying in a ranking function for ordering the list of objects found by the

search engine.

We cannot known in advance the interest that a Web page will have to users, but we can approximate it

[CGMP98] using a ranking function that considers the partial information that the crawler has obtained

so far during its process.

The intrinsic quality of a page can be estimated in many ways [CGMP98]:

• Link analysis (link popularity).

• Similarity to a given query.

• Accesses to the page on the index (usage popularity).

• Location-based, by the perceived depth (e.g. number of directories onthe path to the Web object).

• Domain name, IP address or segment, geography, etc.

Representational quality of the page in the index.Every object in the index shouldaccurately represent

a real object in the Web. This is related to both the amount of data stored about the object (e.g.: it is

not the same to index just the first 200 words than to index the full page) andto the rendering time of

the object (e.g.: compression [WMB99] uses less space but may increasethe rendering time).

The representational quality depends mainly on the quantity and format of theinformation being stored

for every object. In the case of Web pages, we can order the representational quality from less to more:

• URL.

• URL + Index of text near links to that page.

• URL + Index of text near links to that page + Index of the full text

• URL + Index of text near links to that page + Index of the full text + Summaryof text (“snippet”)

extracted using natural language processing techniques or simply by taking a few words from the

beginning of the text

• URL + Index of text near links to that page + Index of the full text + Full text.

There are other possibilities, involving indexing just portions of the page using the HTML markup as

a guide, i.e., indexing only titles, metadata and/or page headings.

Rendering time depends on the format, particularly if compression is used. Some adaptivity can be

used, e.g.: text or images could be compressed except for those objects inwhich a large representa-

tional quality is required, because they are accessed frequently by the search engine.

At this moment, Google [goo04] uses only two values, either RepresentationalQuality(pi) = highand

the Web page is stored almost completely, or RepresentationalQuality(pi) = low and only the URL
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and the hyperlink anchor texts to that URL are analyzed. Note that in this case a page can be in the

index without ever having been actually downloaded: the index for these pages is built using the URL

and a few words that appeared in the context of links found towards thatpage. In the future, the page

can be visited and its representational quality can increase, at the expense of more storage space and

more network transfers.

There is no reason why this should be a binary variable. A selective index, which indexes partially

certain pages and completely other pages can be a good solution for savingdisk space in the future,

especially if the distance between storage capacity and the amount of information available on the Web

further increases.

Freshness of the page.Web content is very dynamic, and the rate of change of Web pages [DFKM97,

BCS+00] is believed to be between a few months and one year, with the most popularobjects having

a higher rate of change than the others. We expect to maximize the probability of a page being fresh

in the index, given the information we have about past changes: an estimator for this was shown in

Section 2.4 (page 27).

Keeping a high freshness typically involves using more network resources to transfer the object to the

search engine.

For thevalueof an object in the index,V(p), a product function is proposed:

V(p) = IntrinsicQuality(p)α ×RepresentationalQuality(p)β ×Freshness(p)γ (3.3)

The parametersα, β and γ are adjustable by the crawler’s owner, and depend on the objective and

policies of it. Other functions could be used, as long as they are increasingin the relevant quality measures,

and allow to specify the relative importance between these values. We propose to use a product because the

distribution of quality and rate of change are very skewed and we usually will be working with the logarithm

of the ranking function for the intrinsic quality.

We propose that thevalueof an indexI = {p1, p2, ..., pn} is the sum of the values of the objectspi stored

on the index:

V(I) =
n

∑
i=1

V(pi) (3.4)

Depending on the application, other functions could be used to aggregate the value of individual ele-

ments into the value of the complete index, as long as they are non-decreasingon every component. For

instance, a function such asV(I) = mini V(pi) could be advisable if the crawler is concerned with ensuring

a baseline quality for all the objects in the index.
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A good coverage, i.e., indexing a large fraction of the available objects, certainly increases the value of

an index, but only if the variables we have cited: intrinsic quality, representational quality and freshness are

considered. Coverage also depends on freshness, as new pages are usually found only on changed pages.

The proposed model covers many particular cases that differ on the relative importance of the measures

described above. In Figure 3.6, different types of crawlers are classified in a taxonomy based on the proposed

three factors.

Figure 3.6: Different types of Web crawlers can be classified in our framework, based on the

relative importance given to freshness, representationalquality and intrinsic quality.

Research crawlers (e.g.: CiteSeer [cit04]) and focused crawlers aremostly interested in the intrinsic

quality of the downloaded pages. Archive crawlers (e.g.: Internet Archive [arc04]) are mostly interested in

keeping an accurate copy of the existing pages. News agents and mirroring systems are mostly interested in

having fresh copies of the pages. General, large-scale crawlers arein the center of the graph, as they have to

balance all the different aspects to have a good index.

3.5 A software architecture

The observations presented in the previous sections can be used to design a new crawling architecture. The

objective of the design of this crawling architecture is to divide the crawling task into different tasks that will

be carried efficiently by specialized modules.

A separation of tasks can be achieved with two modules, as shown in Figure 3.7. Theschedulercalcu-

lates scores and assigns pages to severaldownloadermodules that transfer pages through the network, parse

their contents, extract new links and maintain the link structure.
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Figure 3.7: A software architecture with two modules. A “batch” of pagesis generated by the

scheduler, and downloaded and parsed by thedownloader. Under this scheme, the scheduler

requires read access to the collection, and the downloader read and write access.

There are some problems with this two-module architecture. One problem is thatfor the scheduler

to work on the Web graph, during the calculations, the Web graph cannot change. So, the the process of

modifying the Web graph should be as fast as possible, but parsing the pages can be slow and this could

mean that we have to “lock” the Web graph during a long time. What can be done to overcome this is to

parse all pages and accumulate links, and then add all the links found to the collection.

Another issue is that we could have different, optimized hardware architectures for the tasks of down-

loading and storing pages and for the task of parsing pages. Parsing pages can be expensive in terms of

processing, while downloading pages requires mostly high network connectivity and fast disks. Moreover,

if the network downloads must be carried with high parallelism, then each downloading task should be very

lightweight. To solve these issues we divide the tasks of downloading, parsing and keeping the link structure,

as shown in Figure 3.8. The following module names are used through the thesis:

Manager: page value calculations and long-term scheduling.

Harvester: short-term scheduling and network transfers.

Gatherer: parsing and link extraction.

Seeder: URL resolving and link structure.

Figure 3.9 introduces the main data structures that form the index of the search engine, and outlines the

steps of the operation:

1. Efficient crawling order Long-term scheduling is done by the “manager” module, which generates the

list with URLs that should be downloaded by the harvester in the next cycle (a “batch”). The objective

of this module is to maximize the “profit” (i.e.: the increase in the index value) in eachcycle.
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Figure 3.8: The proposed software architecture has a manager, that generates batches of URLs

to be downloaded by the harvester. The pages then go to a gatherer that parses them and send

the discovered URLs to a seeder.

Figure 3.9: The main data structures and the operation steps of the crawler: (1) the manager

generates a batch of URLs, (2) the harvester downloads the pages, (3) the gatherer parses the

pages to extract text and links, (4) the seeder checks for newURLs and maintains the link

structure.

2. Efficient network transfers Short-term scheduling is assigned to the “harvester” module. This module

receives batches of URLs and its objective is to download the pages in the batch as fast as possi-

ble, using multiple connections and enforcing a politeness policy. The harvester generates a partial
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collection, consisting mostly of raw HTML data.

3. Efficient page parsing The extraction of the text and links is assigned to the “gatherer” module. This

module receives the partial collections downloaded by the harvester(s) and adds the text to the main

collection. It also generates a list of found URLs that are passed to the seeder.

4. Efficient URL manipulation The URLs found are processed by a “seeder” module, which searches for

new URLs that have not been seen before. This module also checks forURLs that should not be

crawled because of therobots.txt exclusion protocol, described in Section 7.2 (page 114). The

module maintains a data structure describing Web links.

The pattern of read and write accesses to the data structures is designed toimprove the scalability of the

crawler as, for instance, the pages can be downloaded and parsed while the Web graph is analyzed, and the

analysis only must stop while the seeder is running.

The programs and data structures in Figure 3.9 are explained in detail in Chapter 7.

3.6 Conclusions

Web crawling is not only a trivial graph traversal problem. It involves several issues that arise from the

distributed nature of the Web. First, Web crawlers must share resourceswith other agents, mostly with

humans, and cannot monopolize Web sites’ time –indeed, a Web crawler should try to minimize its impact on

Web sites. Second, Web crawlers have to deal with an information repository which contains many objects of

varying quality, including objects with very low quality created to lure the Web crawler and deceive ranking

schemes.

We consider the problem of Web crawling as a process of discovering relevant objects, and one of

the main problems is that a Web crawler always works with partial information, because it must infer the

properties of the unknown pages based on the portion of the Web actually downloaded. In this context, the

Web crawler requires access to as most information as possible about the Web pages.

While the model implies that all the portions of the search engine should know allthe properties of

the Web pages, the architecture introduced in this chapter is an attempt of separating these properties into

smaller units (text, link graph, etc.) for better scalability. This architecture is implemented in the WIRE

crawler and details on the implementation of the WIRE crawler is explained in Chapter 7.

Benchmarking this architecture requires a framework that allows comparisons in different settings of

network, processor, memory and disk, and during this thesis we did not carry any benchmark of this type.

However, the findings about scheduling strategies, stop criteria and Webcharacteristics presented in the

following chapters are mostly independent of the chosen architecture.
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There are other ways of dividing the tasks of a Web crawler that can usethe same crawling model

presented in sections 3.3 and 3.4 of this chapter; the modularization described here proves that the model can

be implemented, and each task is simple enough so the entire system could be programmed and debugged

during the duration of this thesis, but certainly there are other alternative architectures that could have been

implemented.

In the context of today’s Web, it is impossible to download all of the Web pages, furthermore, in Chapter

5 we argue that the number of Web pages is infinite, so the fraction of the Webthat a crawler downloads

should represent the most important pages. The next chapter studies algorithms for directing the crawler

towards important pages early in the crawl.
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Chapter 4

Scheduling Algorithms for Web Crawling

In the previous chapter, we described the general model of our Web crawler. In this chapter, we deal with the

specific algorithms for scheduling the visits to the Web pages.

We started with a large sample of the Chilean Web that was used to build a Web graph and run a crawler

simulator. Several strategies were compared using the simulator to ensure identical conditions during the

experiments.

The rest of this chapter is organized as follows: Section 4.1 introduces our experimental framework and

Section 4.2 the simulation parameters. Sections 4.3 and 4.4 compare different scheduling policies for long-

and short-term scheduling. In Section 4.5 we test one of these policies using a real Web crawler, and the last

section presents our conclusions.

Portions of this chapter were presented in [CMRBY04].

4.1 Experimental setup

We tested several scheduling policies in two different datasets corresponding to Chilean and Greek Web

pages using a crawler simulator. This section describes how the dataset and how the simulator works.

4.1.1 Datasets: .cl and .gr

Dill et al. [DKM +02] studied several sub-sets of the Web, and found that the Web graphis self-similar in

several senses and at several scales, and that this self-similarity is pervasive, as it holds for a number of

different parameters. Top-level domains are useful because they represents pages sharing a common cultural

context; we consider that they are more useful than large Web sites because pages in a Web site are more

homogeneous. Note than a large sub-set of the whole Web (and any non-closed subset of the Web) is always

biased by the strategy used to crawl it.
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We worked with two datasets that correspond to pages under the.cl (Chile) and.gr (Greek) top-level

domains. We downloaded pages using the WIRE crawler [BYC02] in breadth-first mode, including both

static and dynamic pages. While following links, we stopped at depth 5 for dynamic pages and 15 for static

pages, and we downloaded up to 25,000 pages from each Web site.

We made two complete crawls on each domain, in April and May for Chile, and in May and September

for Greece. We downloaded about 3.5 million pages in the Greek Web and about 2.5 million pages in the

Chilean Web. Some demographic information about the two countries is presented in Table 8.7 (page 145).

Both datasets are comparable in terms of the number of Web pages, but wereobtained from countries with

wide differences in terms of geography, language, demographics, history, etc.

4.1.2 Crawler simulator

Using this data, we created a Web graph and ran a simulator by using different scheduling policies on this

graph. This allowed us to compare different strategies under exactly the same conditions.

The simulator1 models:

• The selected scheduling policy, including the politeness policy.

• The bandwidth saturation of the crawler Internet link.

• The distribution of the connection speed and latency from Web sites, which was obtained during the

experiment described in Section 3.3 (page 43).

• The page sizes, which were obtained during the crawl used to build the Webgraph.

We considered a number of scheduling strategies. Their design is based on a heap priority queue whose

nodes represent sites. For each site-node we have another heap with the pages of the Web site, as depicted in

Figure 4.1.

At each simulation step, the scheduler chooses the top Website from the queue of Web sites and a

number of pages from the top of the corresponding queue of Web pages. This information is sent to a

module that simulates downloading pages from that Website.

4.2 Simulation parameters

The parameters for our different scheduling policies are the following:

1The crawler simulator used for this experiment was implemented by Dr. Mauricio Marin and Dr. Andrea Rodriguez, and

designed by them and the author of this thesis based on the design of the WIRE crawler. Details about the crawler simulator are not

given here, as they are not part of the work of this thesis.
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Figure 4.1: Queues used in the crawling simulator. We tested the scheduling policies using a

structure with two levels: one queue for Web sites and one queue for the Web pages of each

Web site.

• The policy for ordering the queue of Web sites, related to long-term scheduling.

• The policy for ordering the queues of Web pages, related to short-term scheduling.

• The intervalw in seconds between requests to a single Web site.

• The number of pagesc downloaded for each connection when re-using connections with the HTTP

Keep-alive feature.

• The numberr of maximum simultaneous connections, i.e.: the degree of parallelization. Although we

used a large degree of parallelization, we restricted the robots to never open more than one connection

to a Web site at a given time.

4.2.1 Interval between connections (w)

As noted in Section 2.4.3, a waiting time ofw = 60 seconds is too large, as it would take too long to crawl

large Web sites. Instead, we usew = 15 seconds in our experiments.

Liu et al. [Liu98] show that total time of a page download is almost always under 10 seconds. We

ran our own experiments and measured that for sequential transfers (which are usually faster than parallel

transfers) 90% of the pages were transfered in less than 1.5 seconds,and 95% of the pages in less than 3

seconds, as shown in Figure 4.2.

From the total time, latency is usually larger than the actual transfer time. This makes the situation even

more difficult than what was shown in Figure 3.2, as the time spent waiting cannot be amortized effectively.
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Figure 4.2: Total download time for sequential transfer of Web pages; this data provides from

experiments in the Chilean Web and was used as an input for theWeb crawler simulator.

4.2.2 Number of pages per connection (c)

We have observed the log files of several Web servers during this thesis. We have found that all the Web

crawlers used by major search engines download only one page per each connection, and do not re-use the

HTTP connection. We considered downloading multiple pages in the same connection to reduce latency, and

measured the impact of this technique in the quality of the scheduling.

The protocol for keeping the connection open was introduced as theKeep-alive feature in HTTP/1.1

[FGM+99]; the configuration of the Apache Web server enables this feature bydefault and allows for a

maximum of 100 objects downloaded per connection, with a timeout of 15 seconds between requests, so

when usingc > 1 in practice, we should also setw≤ 15 to prevent the server from closing the connection.

4.2.3 Number of simultaneous requests (r)

All of the robots currently used by Web search engines have a high degree of parallelization, downloading

hundreds or thousands of pages at a given time. We usedr = 1 (serialization of the requests), as a base case,

r = 64 andr = 256 during the simulations, andr = 1000 during the actual crawl.

As we never open more than one connection to a given Web site,r is bounded by the number of Web

sites available for the crawler, i.e.: the number of Web sites that have unvisitedpages. If this number is too

small, we cannot make use of a high degree of parallelization and the crawlerperformance in terms of pages

per second drops dramatically.
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The scarcity of large Web sites to download from is especially critical at the end of a large crawl, when

we have already downloaded all the public pages from most of the Web sites. When downloading pages in

batches, this problem can also arise by the end of a batch, so the pages should be carefully selected to include

pages from as many Web sites as possible. This should be a primary concern when parallelism is considered.

4.3 Long-term scheduling

We tested different strategies for crawling pages in the stored Web graph. The complete crawl on the real

Chilean or Greek Web takes about 8 days, so for testing many strategies it ismuch more efficient to use the

crawler simulator. The simulator also help us by reproducing the exact scenario each time a strategy is tested.

Actual retrieval time for Web pages is simulated by considering the observedlatency and transfer rate

distribution, the observed page size for every downloaded page, and the saturation of bandwidth, which is

related to the speed and number of active connections at a given time of the simulation.

For evaluating the different strategies, we calculated beforehand the Pagerank value of every page in the

whole Web sample and used those values to calculate the cumulative sum of Pagerank as the simulated crawl

goes by. We call this measure an “oracle” score since in practice it is not known until the complete crawl is

finished. The strategies that are able to reach values close to the target total value faster are considered the

most efficient ones.

There are other possible evaluation strategies for a Web crawler, but any strategy must consider some

form of global ranking of the Web pages, to measure how fast ranking isaccumulated. This global ranking

could be:

• Number of page views, but this is hard to obtain in practice.

• Number of clicks on a search engine, but a search engine’s result setrepresents only a small portion of

the total Web pages.

• A combination of link and text analysis, but there are no established measures of quality that accom-

plish this without a specific query, and we want to assert overall quality, not quality for a specific

topic.

• User votes or ranking.

However, we decided to use Pagerank as the global measure of quality because it can be calculated

automatically and it has a non-zero value for each page.

We consider three types of strategies regarding how much information they can use: no extra informa-

tion, historical information, and all the information. A random ordering can be considered a baseline for

comparison. In that case, the Pagerank grows linearly with the number of pages crawled.
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All of the strategies are bound to the following restrictions:w = 15 waiting time,c = 1 pages per

connection,r simultaneous connections to different Web sites, and no more than one connection to each

Web site at a time. In the first set of experiments we assume a situation of high-bandwidth for the Internet

link, i.e., the bandwidth of the Web crawlerB is larger than any of the maximum bandwidths of the Web

serversBMAX
i .

4.3.1 Strategies with no extra information

These strategies only use the information gathered during the current crawling process.

Breadth-first Under this strategy, the crawler visits the pages in breadth-first ordering. It starts by

visiting all the home pages of all the “seed” Web sites, and Web page heaps are kept in such a way that new

pages added go at the end. This is the same strategy tested by Najork and Wiener [NW01], which in their

experiments showed to capture high-quality pages first.

Backlink-count This strategy crawls first the pages with the highest number of links pointing toit,

so the next page to be crawled is the most linked from the pages already downloaded. This strategy was

described by Choet al. [CGMP98].

Batch-pagerankThis strategy calculates an estimation of Pagerank, using the pages seen sofar, every

K pages downloaded. The nextK pages to download are the pages with the highest estimated Pagerank. We

usedK = 100,000 pages, which in our case gives about 30 to 40 Pagerank calculations during the crawl.

This strategy was also studied by Choet al. [CGMP98], and it was found to be better than backlink-count.

However, Boldiet al. [BSV04] showed that the approximations of Pagerank using partial graphs can be very

inexact.

Partial-pagerank This is like batch-pagerank, but in between Pagerank re-calculations, a temporary

pagerank is assigned to new pages using the sum of the Pagerank of the pages pointing to it divided by the

number of out-links of those pages.

OPIC This strategy is based on OPIC [APC03], which can be seen as a weightedbacklink-count strat-

egy. All pages start with the same amount of “cash”. Every time a page is crawled, its “cash” is split among

the pages it links to. The priority of an uncrawled page is the sum of the “cash” it has received from the

pages pointing to it. This strategy is similar to Pagerank, but has no random links and the calculation is not

iterative – so it is much faster.

Larger-sites-first The goal of this strategy is to avoid having too many pending pages in any Website,

to avoid having at the end only a small number of large Web sites that may lead to spare time due to the “do

not overload” rule. The crawler uses the number of un-crawled pagesfound so far as the priority for picking

a Web site, and starts with the sites with the larger number of pending pages. This strategy was introduced

in [CMRBY04] and was found to be better than breadth-first.
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4.3.2 Strategies with historical information

These strategies use the Pagerank of a previous crawl as an estimation ofthe Pagerank in this crawl, and

start in the pages with a high Pagerank in the last crawl. This is only an approximation because Pagerank

can change: Cho and Adams [CA04] report that the average relative error for estimating the Pagerank four

months ahead is about 78%. Also, a study by Ntoulaset. al [NCO04] reports that “the link structure of

the Web is significantly more dynamic than the contents on the Web. Every week,about 25% new links are

created”. We explore a number of strategies to deal with the pages found inthe current crawl which were not

found in the previous one:

Historical-pagerank-omniscientNew pages are assigned a Pagerank taken from an oracle that knows

the full graph.

Historical-pagerank-random New pages are assigned a Pagerank value selected uniformly at random

among the values obtained in previous crawl.

Historical-pagerank-zeroNew pages are assigned Pagerank zero, i.e., old pages are crawled first, then

new pages are crawled.

Historical-pagerank-parent New pages are assigned the Pagerank of the parent page (the page in

which the link was found) divided by the number of out-links of the parent page.

4.3.3 Strategy with all the information

Omniscient: this strategy can query an “oracle” which knows the complete Web graph and has calculated

the actual Pagerank of each page. Every time theomniscientstrategy needs to prioritize a download, it asks

the oracle and downloads the page with the highest ranking in its frontier. Note that this strategy is bound to

the same restrictions as the others, and can only download a page if it has already downloaded a page that

points to it.

4.3.4 Evaluation

Our importance metric is Pagerank. Thus, for evaluating different strategies, we calculated the Pagerank

value of every page in each Web graph and used those values to calculatethe evolution of the Pagerank as

the simulated crawl goes by.

We used three measures of performance: cumulative Pagerank, average Pagerank and Kendall’sτ.

Cumulative Pagerank: we plotted the sum of the Pagerank of downloaded pages at different points of

the crawling process. The strategies which are able to reach values closeto the target total value 1.0 faster are

considered the most efficient ones. A strategy which selects random pages to crawl will produce a diagonal

line in this graph.
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Figure 4.3: Cumulative Pagerank in the.CL and .GR domain, showing almost exactly the

same distribution; these curves represents an upper bound on the cumulative Pagerank of any

crawling strategy.

There is an upper bound on how well this can be done, and it is given by the distribution of Pagerank,

which is shown in Figure 4.3.

The results for the different strategies are shown in Figures 4.4 and 4.5;in this simulation we are using

r = 1, one robot at a time, because we are not interested in the time for downloading the full Web, but just in

the crawling order.
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Figure 4.4: Comparison of cumulative Pagerank vs retrieved pages with the different strategies,

excluding the historical strategies, in the Chilean sampleduring April and May 2005.
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Figure 4.5: Comparison of cumulative Pagerank vs retrieved pages with the different strategies,

excluding the historical strategies, in the Greek sample during May and September 2005.
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Obviously theomniscienthas the best performance, but it is in some sense too greedy because bythe

last stages of the crawl it performs close to random.

On the other end,backlink-countandpartial-pagerankare the worst strategy according to cumulative

Pagerank, and perform worser than a random crawl. They both tend toget stuck in pages that are locally

optimal, and fail to discover other pages.

Breadth-firstis close to the best strategies for the first 20-30% of pages, but after that it becomes less

efficient.

The strategiesbatch-pagerank, larger-sites-firstand OPIC have a better performance than the other

strategies, with an advantage towardslarger-sites-firstwhen the desired coverage is high. These strategies

can retrieve about half of the Pagerank value of their domains downloading only around 20-30% of the pages.

We tested thehistorical-pagerankstrategies in the Greek Web graph of September, using the Pagerank

calculated in May for guiding the crawl – we are using Pagerank that is 4 months old. We were able to use

the Pagerank of the old crawl (May) for only 55% of the pages, as the other 45% of pages were new pages,

or were not crawled in May.

Figure 4.6 shows results for a number of ways of dealing with the above 45%of pages along with results

for the same Web graph but using theOPICstrategy for comparison. These results show that May Pagerank

values are not detrimental to the crawl of September.
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Figure 4.6: Comparison of cumulative Pagerank using the historical strategies against theom-

niscientandOPICstrategies, for a crawl of the Greek Web in September 2004, using Pagerank

information from May 2004.
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The historical-pagerank-randomstrategy has a good performance, despite of the fact that the Web

graph is very dynamic [NCO04], and than on average it is difficult to estimatethe Pagerank using historical

information [CA04]. A possible explanation is that the ordering of pages byPagerank changes more slowly

and in particular the pages with high ranking have a more stable position in the ranking than the pages with

low ranking, which exhibit a larger variability. Also, as Pagerank is biasedtowards old pages [BYSJC02],

55% of pages that already existed in May account for 72% of the total Pagerank in September.

Average Cumulative Pagerank: this is the average across the entire crawl. As we have normalized

the cumulative Pagerank as a fraction of documents, it is equivalent to the area under the curves shown in

Figures 4.4 and 4.5. The result is presented in Table 4.1, in which we have averaged the strategies across

the four collections (note that thehistorical-pagerankstrategies were tested in a single pair of collections, so

they values are not averaged).

Kendall’s Tau: this is a metric for the correlation between two ranked lists, which basically measures

the number of pairwise inversions in the two lists [Ken70]. Two identical lists have τ = 1, while two totally

uncorrelated lists haveτ = 0 and reversed lists haveτ = −1. We calculated this coefficient for a 5000-page

sample of the page ordering in each strategy, against a list of the same pages ordered by Pagerank. The

results are shown in Table 4.1.

Table 4.1: Comparison of the scheduling strategies, considering average cumulative Pagerank

during the crawl and Kendall’sτ of the page ordering against the optimal ordering.

Strategy Avg. Pagerank τ

Backlink-count 0.4952 0.0157

Partial-pagerank 0.5221 0.0236

Breadth-first 0.6425 0.1293

Batch-pagerank 0.6341 0.1961

OPIC 0.6709 0.2229

Larger-sites-first 0.6749 0.2498

Historical-pagerank-zero 0.6758 0.3573

Historical-pagerank-random 0.6977 0.3689

Historical-pagerank-parent 0.7074 0.3520

Historical-pagerank-omni. 0.7731 0.6385

Omniscient 0.7427 0.6504

We attempted to measure precision, for instance, how many page downloads are necessary to get the

top 10% of pages. However, this kind of measure is very sensitive to small variations, such as having a single

high-quality page downloaded by the end of the crawl.
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4.3.5 Multiple robots

The effect of increasing the number of robots tor = 64 andr = 256 is shown in Figure 4.7. Observing the

rate of growth of the cumulative Pagerank sum, the results show thatlarger-sites-firstis not affected by the

number of robots; butbreadth-firstimproves as the number of robots increases, because the crawler gathers

information from many sources at the same time, and thus can find pages at a lower depth earlier.
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Figure 4.7: Cumulative sum of Pagerank values vs number of retrieved Webpages. Strategies

larger-sites-firstandbreadth-first, case forr = 1, r = 64 andr = 256 robots.

Finally, Table 4.2 shows the effects in retrieval time when we increase the number of robots for different

bandwidths, using thelarger-sites-firststrategy.

The results show that using more robots increases the rate of download ofpages up to a certain point,

and when bandwidth is saturated, it is pointless to use more robots (see Figure 4.8). Note that this result

arises from a simulation that does not consider CPU processing time, and adding more robots increases the

performance monotonically.

In a multi-threaded crawler, using more robots than necessary actually decreases the performance due

to the load from context switches. This is not the case of the WIRE crawler,which is single threaded and

uses an array of sockets, as explained in Section 7.2.2: there are no context switches, and handling even

a large amount of sockets is not very demanding in terms of processing power. Also, idle sockets do not

require processing.
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Table 4.2: Predicted speed-ups for parallelism in the crawling process, using simulation and

theLarger-sites-firststrategy.

Bandwidth r = 1 r = 64 r = 256

[bytes/second]

200 0.2 1.6 3.0

2,000 0.7 3.8 16.0

20,000 1.0 27.0 83.3

200,000 1.0 43.0 114.1

2,000,000 1.0 54.3 204.3

20,000,000 1.0 54.6 220.1
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Figure 4.8: Predicted speed-up at different bandwidths, showing sub-linear growth and satura-

tion. Note that the scale for the bandwidth is logarithmic.

4.4 Short-term scheduling

When crawling, especially in distributed crawling architectures, it is typical towork by downloading groups

of pages, or to make periodic stops for saving a checkpoint with the current status of the crawler. These

groups of pages or “batches” are fixed-size groups ofK pages, chosen according to the long-term scheduling

policy.

66



We have shown the distribution of pages on sites for the whole Web in Figure 3.3; on Figure 4.9 we

show page distribution on sites for a typical batch, obtained at the middle of thecrawl. The distribution is

slightly less skewed than for the entire Web, as Web sites with very few pagesare completed early in the

crawl, but it is nevertheless very skewed.
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Figure 4.9: Distribution of Web pages to Web sites in a typical batch in the middle of the crawl

using breadth-first crawling.

Even when a batch involves many Web sites, if a large fraction of those Web sites has very few pages

available for the crawler, then quickly many of the robots will be idle, as two robots cannot visit the same

Web site at the same time. Figure 4.10 shows how the effective number of robots involved in the retrieval of

a batch drops dramatically as the crawl goes by. In this figure, the number of robots actually downloading

pages varies during the crawl, as a robots must wait forw seconds before downloading the next page from a

site, and if there are no other sites available, then that robot becomes inactive.

An approach to overcome this problem is to try to reduce waiting time. This can bedone by increasing

c and letting robots get more than one page every time they connect to a Web server. In figure 4.11 we show

results for a case in which robots can download up toc= 100 pages per site in a single connection, using the

HTTP/1.1Keep-alive feature.

Downloading several pages per connection resulted in significant savings in terms of the total time

needed for downloading the pages, as more robots are kept active fora longer part of the crawl. In the case

of the small bandwidth scenario, the time to download a batch was reduced from about 33 to 29 hours, and

in the case of a large bandwidth scenario, the time was reduced from 9 hours to 3 hours.
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Figure 4.10: Number of active robots vs batch’s total retrieval time. Thetwo curves are for

small (2 Kb/s) and large (20 Kb/s) bandwidth. In either case,most robots are idle most of the

time, and the number of active robots varies as robots get activated and deactivated very often

during the crawl.

Note that, as most of the latency of a download is related to the connection time, downloading multiple

small pages with the same connection is very similar to downloading just a large Web page, therefore,

increasing the number of pages that are downloaded in the same connection is equivalent to reducing w, the

waiting time between pages. Reducingw in practice can be very difficult, because it can be perceived as a

threat by Web site administrators, but increasing the number of pages downloaded by connection can be a

situation in which both search engines and Web sites win.

Another heuristic that can be used in practice is monitoring the number of threads used while down-

loading pages, and stop the current crawl cycle if this number is too low. Pages that were not crawled are

downloaded in the next batch. This also suggests preparing the next batch of pages in advance, and start the

next batch before the current batch ends on when network usage drops below a certain threshold.

4.5 Downloading the real Web

In this section we describe two experiments for testing thelarger-sites-firstscheduling policy in a real Web

crawler.
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Figure 4.11: Number of active robots vs batch’s total retrieval time. Thetwo curves are for

small (2 Kb/s) and large (20 Kb/s) bandwidth. In this case robots are allowed to request up to

100 pages with the same connection, that is the default maximum for the Apache Web server.

In this case there is much less variability in the number of active robots.

4.5.1 Experiment 1

We started with a list of Web sites registered with the Chilean Network InformationCenter [nic04], and ran

the crawler during 8 days with thelarger-sites-firststrategy. We visited 3 million pages in over 50,000 Web

sites, downloading 57 GB of data.

We ran the crawler in batches of up toK = 100,000 pages, using up tor = 1000 simultaneous network

connections, and we waited at leastw= 15 seconds between accesses to the same Web site. The crawler used

both therobots.txt file and meta-tags in Web pages according to the robot exclusion protocol [Kos95].

We did not useKeep-alive for this crawl, soc = 1.

We calculated the Pagerank of all the pages in the collection when the crawlingwas completed, and then

measured how much of the total Pagerank was covered during each day.The results are shown in Figure

4.12.

We can see that by the end of the second day, 50% of the pages were downloaded, and about 80% of the

total Pagerank was achieved; according to the probabilistic interpretation of Pagerank, this means we have

downloaded pages in which a random surfer limited to this collection would spend 80% of its time. By the

end of day four, 80% of the pages were downloaded, and more than 95%of the Pagerank, so in general this
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Figure 4.12: Cumulative sum of Pagerank values vs day of crawl, on an actual crawler using

the larger-sites-firststrategy. The fraction of retrieved Pagerank is larger thanthe fraction of

retrieved documents during the entire crawl.

approach leads to “good” pages early in the crawl. In fact, the averagePagerank decreased dramatically after

a few days, as shown in Figure 4.13, and this is consistent with the findings of Najork and Wiener [NW01].

It is reasonable to suspect that pages with good Pagerank are found early just because they are mostly

home pages or are located at very low depths within Web sites. There is, indeed, an inverse relation between

Pagerank and depth in the first few levels, but 3-4 clicks away from the home page the correlation is very

low, as can be seen in Figure 4.14. There are many home pages with very lowPagerank as many of them

have very few or no in-links: we were able to found those pages only by their registration under the.cl

top-level domain database.

Regarding the relationship between the expected values of the simulation and the observed values, we

plotted the cumulative Pagerank versus the number of pages downloaded,and obtained Figure 4.15. The

results are consistent, and the actual crawl performed slightly better than the simulated crawl.
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Figure 4.13: Average Pagerank per day of crawl using thelarger-sites-firststrategy.
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actual and simulated Web crawls usinglarger-sites-firststrategy.
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4.5.2 Experiment 2

We also performed two actual crawls using WIRE [BYC02] in two consecutive weeks in the.GR domain,

usingBreadth-firstandLarger-sites-first. We ran the crawler in a single Intel PC of 3.06GHz with 1Gb of

RAM under Linux, in batches of up to 200,000 pages, using up tor = 1000 simultaneous network connec-

tions, withw = 5 seconds between accesses to the same Web site, andw = 15 for sites with less than 100

pages.

For this experiment, we focused in the time variable, as it is worthless to download pages in the right

order if they cannot be downloaded fast. We calculated the Pagerank ofall the pages in the collection when

the crawling was completed and then measured how much of the total Pagerankwas covered during each

batch. The results are shown in Figure 4.16.
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Figure 4.16: Cumulative Pagerank (PR) and cumulative fraction of documents (Docs.) of an

actual crawl of the.GRdomain using two strategies:Breadth-firstandLarger-sites-first.

Both crawling strategies are efficient in terms of downloading the valuable pages early, butlarger-sites-

first is faster in both downloading documents and downloading good pages. Thisstrategy “saves” several

small Web sites for the middle and end part of the crawl and interleaves thoseWeb sites with larger Web

sites to continue downloading important pages at a fast pace.
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4.6 Conclusions

Most of the strategies tested were able to download important pages first. Asshown in [BSV04], even a

random strategy can perform well on the Web, in terms that a random walk on the Web is biased towards

pages with high Pagerank [HHMN00]. However, there are differences in how quickly high-quality pages are

found depending on the ordering of pages.

Thehistorical-pagerankfamily of strategies were very good, and in case of no historical information

available,OPIC and larger-sites-firstare our recommendations.Breadth-firsthas a bad performance com-

pared with these strategies;batch-pagerankrequires to do a full Pagerank computation several times during

the crawl, which is computationally very expensive, and the performance isnot better than simpler strategies.

Notice that thelarger-sites-firststrategy has practicals advantage over theOPICstrategy. First, requires

less computation time, and also does not require knowledge of all in-links to a given page asOPICdoes. The

later is relevant when we think of distributed crawlers as no communication between computers is required

to exchange these data during the crawling process. Thuslarger-sites-firsthas better scalability making it

more suitable for large scale distributed crawlers.

Also, our simulation results show that attempting to retrieve as many pages from agiven site (c >>

1), allows the crawler to effectively amortize the waiting timew before visiting the same site again. This

certainly helps to achieve a better utilization of the available bandwidth, and is good for both the search

engine and the Web site administrator.

Experiments with a real crawl using thelarger-sites-firststrategy on the ever-changing Web validated

our conclusions whereas simulation was the only way to ensure that all strategies considered were compared

under the same conditions.

We verified that after a few days, the quality of the retrieved pages is lowerthan at the beginning of the

crawl. At some point, and with limited resources, it could be pointless to continuecrawling, but, when is the

right time to stop a crawl? The next chapter deals with this subject through models and actual data from Web

usage.
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Chapter 5

Crawling the Infinite Web

We have seen in Chapter 4 several scheduling policies for ordering pages during Web crawling. The objective

of those policies is to retrieve “good” pages early in the crawl. We have considered that the Web is bounded,

but a large amount of the publicly available Web pages are generated dynamically upon request, and contain

links to other dynamically generated pages. This usually results in Web sites that can be considered to have

arbitrarily many pages.

This poses a problem to Web crawling, as it must be done in such a way that itstops downloading pages

from each Web site at some point. But how deep must the crawler go?

In this chapter:

• We propose models for random surfing inside a Web site when the number ofpages isunbounded. For

that, we take the tree induced by the Web graph of a site, and study it by levels.

• We analyze these models, focusing on the question of how “deep” users go inside a Web site.

• We validate these models using actual data from Web sites, as well as using a link analysis measure

such as Pagerank [PBMW98].

The next section outlines the motivation of this work, namely, the existence of dynamic pages. In

Section 5.2, three models of random surfing in dynamic Web sites are presented and analyzed; in Section

5.3, these models are compared with actual data from the access log of several Web sites. The last section

concludes with some final remarks and recommendations for practical Web crawler implementations.

Portions of this chapter were presented in [BYC04].
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5.1 Static and dynamic pages

Most studies about the Web refer only to the “publicly indexable portion” [LG98], excluding a portion of the

Web that has been called “the hidden Web” [RGM01] or the “deep Web” [Ber01, GA04]. The non-indexable

portion is characterized as all the pages that normal users could eventually access, but automated agents such

as the crawlers used by search engines can not.

Certain pages are not indexable because they require previous registration or some special authorization

such as a password, or are only available when visited from within a certainnetwork, such as a corporate

intranet. Others aredynamic pages, generated after the request has been made. Some times they are not

indexable because they require certain parameters as input, e.g. query terms, and those query terms are

unknown at crawling time. The different portions of the Web are depicted inFigure 5.1.

Figure 5.1: The Web can be divided into password-protected and publiclyavailable, and into

dynamic and static pages.

However, many dynamic pages are indexable, as the parameters for creating them can be found by

following links. This is the case of, e.g. typical product catalogs in Web stores, in which there are links to

navigate the catalog without the user having to pose a query.

The Web is usually considered as a collection of pages, in the same sense asin traditional Information

Retrieval collections, but much larger. Under this assumption, the Web graph has a finite number of nodes in

which measures such as diameter are well defined. This is fundamentally wrong. The amount of information

in the Web at any given time is certainly finite, but when a dynamic page leads to another dynamic page,the

number of pages can be potentially infinite. Take for instance a dynamic page that implements a calendar,

you can always click on “next month” and from some point on there will be no more data items in the

calendar; humans can be reasonably sure that it is very unlikely to find events scheduled 50 years in advance,

but a crawler can not. A second example would be a calculator, such as a dynamic page that calculates

approximations ofπ using an iterative method. A crawler cannot tell when two pages reflect thesame

information. There are many more examples of “crawler traps” that involve loops and/or near-duplicates that

can be detected afterwards, but we want to avoid downloading them.
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Also, personalization is a source of a large number of pages; if you go towww.amazon.com and start

browsing your favorite books, soon you will be presented with more items about the same topics and au-

tomatically generated lists of recommendations, as the Web site assembles a vectorof preferences of the

visitor. The visitor is, in fact, creating Web pages as it clicks on links, and anautomated agent such as a Web

crawler generates the same effect. This is a case of uncertainty, in which the instrument, the Web crawler,

affects the object it is attempting to measure.

This poses a problem to Web crawling, as it must be done in such a way that itstops downloading pages

from each Web site at some point. Most researchers usually take one of the following approaches to this:

Download only static pagesA common heuristic to do so is to avoid downloading URLs containing a ques-

tion mark, but this heuristic can fail as there are many URLs which are dynamically generated but do

not use the CGI standard, encoding the parameters in the rest of the URL.Also, a valuable fraction of

the publicly available Web pages is generated dynamically upon request, andit is not clear why those

pages should be penalized in favor of static pages.

Download dynamic pages only with one set of parametersWhen doing this, dynamic pages are either

downloaded with the set of parameters of the first time they are found, or withan empty set of pa-

rameters. The obvious drawback is that dynamic pages could query a database and a single set of

parameters cannot represent the contents of the database.

Download up to a maximum amount of pagesThis creates a data set that is highly dependent on the crawl-

ing strategy. Moreover, this cannot be used to compare, for instance, the amount of information on

different domains.

Download up to a certain amount of pages per domain nameAs a small sum has to be paid for register-

ing a domain name, there is a certain effort involved in creating a Web site under a domain name.

However, there are certain domain names such as “.co.uk” which are verylarge and might require

special rules.

Download up to a certain amount of levels per Web siteStarting from the home page of each Web site,

follow links up to a certain depth. This is the approach we consider in this paper, and the natural

question is: how deep must the crawler go?

The Web of dynamically generated content is crawled superficially by many Web crawlers, in some

cases because the crawler cannot tell a dynamic URL from a static one, and in other cases purposefully.

However, few crawlers will go deeper, unless they know when to stop and how to handle dynamic pages

with links to more dynamic pages. In our previous experiences with the WIRE crawler [BYC02], we usually

limit the depth at which pages are explored, typically to 5 links in dynamic pages and 15 links in static pages.

When we plot the number of pages at a given depth, a profile as the one shown in Figure 5.2 is obtained.
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Figure 5.2: Amount of static and dynamic pages at a given depth. Dynamic pages were crawled

up to 5 levels, and static pages up to 15 levels. At all depths,static pages represent a smaller

fraction of the Web than dynamic pages.

Notice that here we are not using the number of slashes in the URL, but using the real shortest distance

in links with the start page(s) of the Web site. The dynamic pages grow with depth, while the static pages

follow a different shape, with the maximum number of pages found around 2or 3 links deep; this is why

some search engines use the heuristic of following links to URLs that seems to hold dynamically generated

content only from pages with static content. This heuristic is valid while the amount of information in static

pages continues to be large, but that will not be the case in the near future, as large Web sites with only static

pages are very hard to maintain.

We deal with the problem of capturing a relevant portion of thedynamically generated content with

known parameters, while avoiding the download of too many pages. We are interested in knowingif a user

will ever see a dynamically generated page. If the probability is too low, should a search engine like to

retrieve that page? Clearly, from the Web site or the searcher’s point ofview, the answer should be yes, but

from the search engine’s point of view, the answer might be no.

5.2 Random surfer models for an infinite Web site

We will consider a Web siteS= (Pages,Links) as a set of pages under the same host name that forms a

directed graph. The nodes arePages= {P1,P2, . . .} and the arcs areLinkssuch that(Pi ,Pj) ∈ Links iff there

exists a hyperlink from pagePi to pagePj in the Web site.
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Definition (User session) We define a user sessionu as a finite sequence of page viewsu = (P1,P2, . . . ,Pn),

with Pi ∈ Pages, and(Pi ,Pi+1) ∈ Links. The first requestu0 does not need to be the start page located at the

root directory of the server, as some users may enter to Web site following alink to an internal page, e.g., if

they come from a search engine.

Definition (Page depth) For a pagePi and a sessionu, we define the depth of the page in the session,

depth(Pi ,u) as:

depth(Pi ,u) =







0 if Pi = u0

mindepth(Pj ,u)+1 Pj ∈ u, j < i,(Pj ,Pi) ∈ Links

The depth is basically the length of the shortest path from the start page through the pages actually seen

during a session. Note that the depth of a page is not only a function of the Web site structure, it is the

perceiveddepth during a particular sessionu.

Definition (Session depth) We define the depth of sessionu as maxdepth(Pi ,u) with Pi ∈ u. We are

interested in this variable as its distribution is relevant from the point of view ofsearch engines.

For random surfing, we can model each page inPagesas a state in a system, and each hyperlink in

Linksas a possible transition. This kind of model has been studied by Hubermanet al. [HPPL98, AH00].

We propose to use a related model that collapses multiple pages at the same level as a single node, as shown

in Figure 5.3. That is, the Web site graph is collapsed to a sequential list.

Figure 5.3: A Web site and a sequence of user actions can be modeled as a tree (left). If we

are concerned only with the depth at which users explore the Web site, we can collapse the tree

to a linked list of levels (right).

The advantage of modeling the Web site graph as a sequential list as that we do not need to model

exactly which page a user is visiting, because we do not need this informationas our main concern is at what
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depththe user is inside a Web site. Also, different Web sites have varying degrees of connectivity, so for

considering the entire Web site we would need to model both the number of out-links of each page and the

distribution of the overlap of out-links between pages.

At each step of the walk, the surfer can perform one of the following atomicactions: go to the next

level (actionnext), go back to the previous level (actionback), stay in the same level (actionstay), go to a

different previous level (actionprev), go to a different deeper level (actionf wd), go to the start page (action

start) or jump outside the Web site (actionjump).

For action jumpwe add an extra nodeEXIT to signal the end of a user session (closing the browser, or

going to a different Web site) as shown in Figure 5.4. Regarding this Web site, after leaving, users have only

one option: start again in a page with depth 0 (actionstart).

Figure 5.4: Representation of the different actions of the random surfer. The EXIT node

represents leaving the Web site, and the transition betweenthat node and the start level has

probability one.

As this nodeEXIT has a single out-going link, it does not affect the results for the other nodes if we

remove the nodeEXIT and change this by transitions going to the start levelL0. Another way to understand

it is that as this process has no memory,going back to the start page or starting a new session are equivalent,

so actionsjump and start are indistinguishable in terms of the resulting probability distribution for the

other nodes. As a response to the same issue, Leveneet al. [LBL01] proposed to use an absorbing state

representing leaving the Web site; but we cannot use this idea because wewant to calculate and compare

stationary probability distributions.

The set of atomic actions isA = {next,start/ jump,back,stay, prev, f wd} and the probabilities if the

user is currently at level̀, are:

• Pr(next|`): probability of advancing to the level`+1.

• Pr(back|`): probability of going back to the level`−1.
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• Pr(stay|`): probability of staying at the same level`.

• Pr(start, jump|`): probability of going to the start page of this session, when it is not the previous two

cases; this is equivalent in our model to begin a new session,

• Pr(prev|`): probability of going to a previous level that is neither the start level nor theimmediate

preceding level.

• Pr( f wd|`): probability of going to a following level that is not the next level.

As they are probabilities,∑action∈A Pr(action|`) = 1. The probability distribution of all levels at a given

time is the vectorx(t). When there exists a limit, we will call this limt→∞ x(t) = x.

In this paper, we study three models withPr(next|`) = q for all levels, i.e.: the probability of advancing

to the next level is constant. Our purpose is to predict how far will a real user go into a dynamically generated

Web site. If we know that, e.g.:x0 + x1 + x2 ≥ 0.9, then the crawler could decide to crawl just those three

levels.

The models we analyze were chosen to be as simple and intuitive as possible, though without sacrificing

correctness. We seek more than just fitting the distribution of user clicks, wewant to understand and explain

user behavior in terms of simple operations.

Our models are “birth-and-death” processes, because they have an interpretation in terms of each level

being a number representing the population of a certain species, and eachtransition between two levels

represents either a birth of a death of a member. In this context, we note in advance that any given model

in which from a certain point over the rate of death (going back to the first levels) exceeds the rate of birth

(going deeper), then the population will be bounded (the visits will be foundmostly in the first levels).

5.2.1 Model A: back one level at a time

In this model, with probabilityq the user will advance deeper, and with probability 1−q the user will go

back one level, as shown in Figure 5.5.

Figure 5.5: Model A, the user can go forward or backward one level at a time.

Transition probabilities are given by:

• Pr(next|`) = q
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• Pr(back|`) = 1−q for ` ≥ 1

• Pr(stay|`) = 1−q for ` = 0

• Pr(start, jump|`) = 0

• Pr(prev|`) = Pr( f wd|`) = 0

A stable statex is characterized by:

xi = qxi−1 +(1−q)xi+1 (∀i ≥ 1)

x0 = (1−q)x0 +(1−q)x1

The solution to this recurrence is:

xi = x0

(

q
1−q

)i

(∀i ≥ 1) .

If q≥ 1/2 then the solution isxi = 0, andx∞ = 1, so we have an asymptotic absorbing state. In our framework

this means that no depth boundary can ensure a certain proportion of pages visited by the users. When

q < 1/2 and we impose the normalization constraint,∑i≥0xi = 1, we have a geometric distribution:

xi =

(

1−2q
1−q

)(

q
1−q

)i

The cumulative probability of levels 0. . .k is:

k

∑
i=0

xi = 1−

(

q
1−q

)k+1

This distribution is shown in Figure 5.6. We also calculate the session length, if we consider that a

session ends when the user returns to level zero, as actionsstart and jumpare equivalent. This is equivalent

to the average return time to the origin in a Markov chain, which is 1/x0 [MT93]. Hence,E(|u|) = 1−q
1−2q.

5.2.2 Model B: back to the first level

In this model, the user will go back to the start page of the session with probability 1 −q. This is shown in

Figure 5.7.

The transition probabilities are given by:

• Pr(next|`) = q

• Pr(back|`) = 1−q if ` = 1, 0 otherwise

• Pr(stay|`) = 1−q for ` = 0

82



 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  1  2  3  4  5  6  7  8

q=0.1
q=0.2
q=0.3
q=0.4

Figure 5.6: Distribution of visits per depth predicted by model A.

Figure 5.7: Model B, users can go forward one level at a time, or they can goback to the first

level either by going to the start page, or by starting a new session.

• Pr(start, jump|`) = 1−q for ` ≥ 2

• Pr(prev|`) = Pr( f wd|`) = 0

A stable statex is characterized by:

x0 = (1−q)∑
i≥0

xi = (1−q)

xi = qxi−1 (∀i ≥ 1)

and∑i≥0xi = 1.

As we haveq < 1 we have another geometric distribution:

xi = (1−q)qi

The cumulative probability of levels 0..k is:

k

∑
i=0

xi = 1−qk+1
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This distribution is shown in Figure 5.8. In this case we haveE(|u|) = 1
1−q.
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Figure 5.8: Distribution of visits per depth predicted by model B.

5.2.3 Model C: back to any previous level

In this model, the user can either discover a new level with probabilityq, or go back to a previous visited

level with probability 1−q. If a user decides to go back to a previously seen level, the level will chosen

uniformly from the set of visited levels (including the current one), as shown in the Figure 5.9.

Figure 5.9: Model C: the user can go forward one level at a time, and can go back to previous

levels with uniform probability.

The transition probabilities are given by:

• Pr(next|`) = q

• Pr(back|`) = 1−q/(`+1) for ` ≥ 1

• Pr(stay|`) = 1−q/(`+1)

• Pr(start, jump|`) = 1−q/(`+1) for ` ≥ 2
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• Pr(prev|`) = 1−q/(`+1) for ` ≥ 3

• Pr( f wd|`) = 0

A stable statex is characterized by:

x0 = (1−q) ∑
k≥0

xk

k+1

xi = qxi−1 +(1−q)∑
k≥i

xk

k+1
(∀i > 1)

and∑i≥0xi = 1.

We obtain a solution of the form:

xi = x0(i +1)qi

Imposing the normalization constraint, this yields:

xi = (1−q)2(i +1)qi

The cumulative probability of levels 0..k is:

k

∑
i=0

xi = 1− (2+k− (k+1)q)qk+1

This distribution is shown in Figure 5.10. In this case we haveE(|u|) = 1
(1−q)2 .
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Figure 5.10: Distribution of visits per depth predicted by model C.
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5.2.4 Model comparison

We can see that ifq≤ 0.4, then in these models there is no need for the crawler to go past depth 3 or 4to

capture more than 90% of the pages a random surfer will actually visit, and ifq is larger, say, 0.6, then the

crawler must go to depth 6 or 7 to capture the same amount of page views.

Note that the cumulative distribution obtained with model A (“back one level”) using parameterqA, and

model B (“back to home”) using parameterqB are equivalent if:

qA =
qB

1+qB
.

So, as the distribution of session depths is equal, except for a transformation in the parameterq, we will

consider only model B for charting and fitting the distributions of session depth.

It is worth noticing that a good model should approximate both the distribution ofsession depth and the

distribution of session length. Table 5.1 shows the predicted session lengths.

Table 5.1: Predicted average session length for the models, with different values ofq.

q Model A Model B Model C

0.1 1.13 1.11 1.23

0.2 1.33 1.25 1.56

0.3 1.75 1.43 2.04

0.4 3.00 1.67 2.78

0.5 – 2.00 4.00

0.6 – 2.50 6.25

0.7 – 3.34 11.11

0.8 – 5.00 25.00

0.9 – 10.00 100.00

In Table 5.1 we can see that although the distribution of session depth is the same for models A and

B, model B predicts shorter sessions. Observed average session lengths in the studied Web sites are mostly

between 2 and 3, so reasonable values forq lie between 0.4 and 0.6.

5.3 Data from user sessions in Web sites

We studied real user sessions on 13 different Web sites in the US, Spain,Italy and Chile, including commer-

cial and educational sites, non-governmental organizations, and sites inwhich collaborative forums play a

major role, also known as “Blogs”.
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We obtained access logs with anonymous IP addresses from these Web sites, and processed them to

obtain user sessions:

• Sort the logs by IP address of the client, then by access time stamp.

• Consider onlyGET requests for static and dynamic HTML pages or documents such as Word, PDF or

Postscript.

• Consider that a session expires after 30 minutes of inactivity, as this is commonin log file analysis

software, and is based on empirical data [CP95].

• Consider that a session expires if theUser-Agent changes [CMS99], as a way of overcoming the issue

that multiple clients can be behind the same IP address.

• Consider multiple consecutive hits to the same page (page reload) as a single page view.

• In pages with frames, consider all the frames as a single page, this required manual inspection of pages

with frames.

• Ignore hits to Web applications such as e-mail or content management systems, as they neither respond

to the logic of page browsing, nor are usually accessible by Web crawlers.

• Expand a session with missing pages (e.g.: if the user clicks “back” in his browser, and then follow a

link). This information is obtained from theReferrer field, and is a way of partially overcoming the

issue of caching. Note that, as re-visits are not always recorded because of caching [TG97], data from

log filesoverestimates the depth at which users spent most of the time, so user visits could be actually

even less deep.

Additionally, manual inspection of the data led to the following heuristics to discard automated agents:

• Identify robots by their accesses to the/robots.txt file, as suggested by Tan and Kumar [TK02].

• Identify robots by knownUser-Agent fields.

• Ignore malicious hits searching for security holes, which are usually a sequence of requests searching

for buffer overflows or other software bugs. These requests are usually done by automated agents like

Nessus [Der04].

5.3.1 General characteristics of user sessions

The characteristics of the sample, as well as the results of fitting models B and Cto the data are summarized

in Table 5.2. The names of the Web sites are not public because some of the logfiles, specially those of

commercial entities, were obtained under the condition of publishing only the statistical results.
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Table 5.2: Characteristics of the studied Web sites. The number of usersessions does not

reflect the relative traffic of the Web sites, as it was obtained in different time periods. The

average number of page views per session is larger in Blogs. “Root entry” is the fraction of

sessions starting in the home page.

Code Type Country Recorded Average Average Root

sessions session length max. depth entry

E1 Educational Chile 5,500 2.26 0.98 84%

E2 Educational Spain 3,600 2.82 1.41 68%

E3 Educational US 71,300 3.10 1.31 42%

C1 Commercial Chile 12,500 2.85 0.99 38%

C2 Commercial Chile 9,600 2.12 1.01 32%

R1 Reference Chile 36,700 2.08 0.95 11%

R2 Reference Chile 14,000 2.72 1.21 22%

O1 Organization Italy 10,700 2.93 1.97 63%

O2 Organization US 4,500 2.50 1.13 1%

OB1 Organization + Blog Chile 10,000 3.73 1.89 31%

OB2 Organization + Blog Chile 2,000 5.58 2.48 84%

B1 Blog Chile 1,800 9.72 3.56 39%

B2 Blog Chile 3,800 10.39 2.31 21%

By inspecting Table 5.2, we observe that the average session length involves about 2 to 3 pages, and

user sessions in Blogs are larger than in the other Web sites. This is reasonable as Web postings are very

short, so a user reads several of them during a session.

5.3.2 Distribution of visits per depth

Figure 5.11 shows the cumulative distribution of visits per page depth to Web sites. We can see that at least

80%-95% of the visits occur at depth≤ 4 (this is, no more than four “clicks” away from the entry page). It

is also noticeable that about 30%-50% of the sessions include only the startpage.

The distribution of visits per depth follows a power law, as shown in Figure 5.12. We only selected the

log files with more than 10,000 sessions recorded in order to have enough sessions across the entire range of

the figure, which is 30 levels.

An interesting observation about the distribution session lengths is that although they are longer in

Blogs, they are not much deeper than in the other Web sites, as shown in Table 5.2. This led us to study

the relationship between session length and session depth. The result is shown in Figure 5.13, which uses
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information from all our samples including Blogs. Session depth grows slower than session length, and even

long sessions, which are very rare, are not so deep. User browsingis certainly not depth-first.
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The discrepancy between session length and depth is important from the point of view of an alternative

model. Suppose the user chooses a session length at random before entering the Web site (this session length

could reflect that the user has a certain amount of time or interest in the topic). In this model, the average

session depth could be overestimated if we do not account for the fact that the browsing pattern is not depth-

first. Figure 5.14 shows the session length distribution, which follows a power law with parameter almost -2.

This differs from the results of Huberman that had parameter -3/2 [HPPL98].
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Figure 5.14: Session length distribution.
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Table 5.3: Results of fitting models B (equivalent to model A) and C to thedistribution of visits

per depth in the studied Web sites. The minimum fitting error for each Web site is shown in

bold face.

Model B Model C

Code q Error q Error

Educ. 1 0.51 0.88% 0.33 3.69%

Educ. 2 0.51 2.29% 0.32 4.11%

Educ. 3 0.64 0.72% 0.45 3.65%

Com. 1 0.55 0.39% 0.36 2.90%

Com. 2 0.62 5.17% 0.41 10.48%

Ref. 1 0.54 2.96% 0.34 6.85%

Ref. 2 0.59 2.75% 0.39 6.11%

Org. 1 0.54 2.36% 0.35 2.27%

Org. 2 0.62 2.31% 0.42 5.95%

Org. + Blog 1 0.65 2.07% 0.46 5.20%

Org. + Blog 2 0.72 0.35% 0.54 2.00%

Blog 1 0.79 0.88% 0.63 0.70%

Blog 2 0.78 1.95% 0.63 1.01%

5.4 Model fit

We fitted the models of cumulative depth to the data from Web sites. The results are presented in Table 5.3

and Figure 5.18. In general, the curves produced by model B (and model A) are a better approximation to

the user sessions than the distribution produced by model C, except for Blogs, as seen in Figure 5.19. The

approximation is good for characterizing session depth, with error in general lower than 5%.

We also studied the empirical values for the distribution of the different actions at different levels in the

Web site. We averaged this distribution across all the studied Web sites at different depths. The results are

shown in Table 5.4, in which we consider all the Web sites except for Blogs.

Inspecting Table 5.4, we can see that the actionsnext, jump andbackare the more important ones,

which is evidence for the adequacy of models A (back one level) and modelB (back to start level).

We can see in Figure 5.15 thatPr(next|`) does not vary too much, and lies between 0.45 and 0.6,

increasing as̀ grows. This is reasonable as a user that already have seen several pages is more likely to

follow a link. From the point of view of our models, it is certainly not constant,but is almost constant for

the first five levels which are the relevant ones. On the other hand,prevandbackare closer to constant.
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Table 5.4: Average distribution of the different actions in user sessions of the studied Web

sites, except for Blogs. Transitions with values greater than 0.1 are shown in boldface.

Level Observations Next Start Jump Back Stay Prev Fwd

0 247985 0.457 – 0.527 – 0.008 – 0.000

1 120482 0.459 – 0.332 0.185 0.017 – 0.000

2 70911 0.462 0.111 0.235 0.1710.014 – 0.001

3 42311 0.497 0.065 0.186 0.159 0.017 0.069 0.001

4 27129 0.514 0.057 0.157 0.171 0.009 0.088 0.002

5 17544 0.549 0.048 0.138 0.143 0.009 0.108 0.002

6 10296 0.555 0.037 0.133 0.155 0.009 0.106 0.002

7 6326 0.596 0.033 0.135 0.113 0.006 0.113 0.002

8 4200 0.637 0.024 0.104 0.127 0.006 0.096 0.002

9 2782 0.663 0.015 0.108 0.113 0.006 0.089 0.002

10 2089 0.662 0.037 0.084 0.120 0.005 0.086 0.003

11 1649 0.656 0.020 0.076 0.119 0.018 0.105 0.004

12 1273 0.687 0.040 0.091 0.091 0.007 0.082 0.001

13 1008 0.734 0.015 0.058 0.112 0.005 0.054 0.019

14 814 0.716 0.005 0.051 0.113 0.015 0.080 0.019

15 666 0.762 0.025 0.056 0.091 0.008 0.041 0.017
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Figure 5.15: Experimental values for our atomic actions.
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Actionsstart, stayand f wd are not very common. These actions include visits to pages that have been

already seen, but it seems that pages are only re-visited by going back one level.

5.5 Conclusions

The models and the empirical data presented lead us to the following characterization of user sessions: they

can be modeled as a random surfer that either advances one level with probability q, or leaves the Web site

with probability 1−q. In generalq ≈ 0.45−0.55 for the first few levels, and thenq ≈ 0.65−0.70. This

simplified model is good enough for representing the data for Web sites, but:

• We could also consider Model A (back one level at a time), which is equivalent in terms of cumulative

probability per level, except for a change in the parameters. Based on theempirical data, we observe

that users at first just leave the Web site while browsing (Model B), but after several clicks, they are

more likely to go back one level (Model A).

• A more complex model could be derived from empirical data, particularly onethat considers thatq

depends oǹ. We considered that for deciding when to stop while doing Web crawling, thesimple

model is good enough.

• Model C appears to be better for Blogs. A similar study to this one, focused only in the access logs of

Blogs seems a reasonable thing to do since Blogs represent a growing portion of on-line pages.

In all cases, the models and the data show evidence of a distribution of visits that is strongly biased to

the first few levels of the Web site. According to this distribution, more than 90%of the visits are closer than

3 to 4 clicks away from the entry page in most of the Web sites. In the case of Blogs, we observed deeper

user sessions, with 90% of the visits within 6 to 7 clicks away from the entry page. Although our models do

not fit well for deep sessions, they are accurate for the first five relevant levels. Also, we would need much

more data to get significant results for over six levels.

In theory, as internal pages can be starting points, it could be concludedthat Web crawlers must always

download entire Web sites. However, entry pages are usually only in the first few levels of a Web site. If we

consider the physical page depth in the directory hierarchy of a Web site,we observe that the frequency of

surfing entry points per level rapidly decreases, as shown in Figure 5.16. This is consistent with the findings

of Eiron et al.; they observed that “when links are external to a site, they tend to link to the top level of the

site” [EMT04].

Link analysis, specifically Pagerank, provides more evidence for our conclusions. We asked, what

fraction of the total Pagerank score is captured by the pages on the first` levels of the Web sites? To

answer this, we crawled a large portion of the Chilean Web (.cl) obtaining around 3 million pages in April of
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Figure 5.16: Fraction of different Web pages seen at a given depth, and fraction of entry pages

at the same depth, considering the directory structure, in the studied Web sites. Frequencies are

normalized relative to all pages.

2004, using 150 thousand seed pages that found 53 thousand Web sites. Figure 5.17 shows the cumulative

Pagerank score for this sample. Again, the first five levels capture more than 80% of the best pages. Note

that the levels here are obtained in terms of the global Web structure, considering internal and external links,

not user sessions. These results are consistent with the findings by Najork and Wiener [NW01].
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Figure 5.17: Cumulative Pagerank by page levels in a large sample of the Chilean Web.

These models and observations could be used by a search engine, and they can also account for dif-

ferences in Web sites. For instance, if the search engine’s crawler performs a breadth-first crawling and can

measure the ratio of new URLs from a Web site it is adding to its queue vs. seenURLs, then it should be able

to infer how deep to crawl that specific Web site. The work we presented inthis article provides a framework
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for that kind of adaptivity.

An interesting enhancement of the models shown here is to consider the content of the pages to detect

duplicates and near-duplicates. In our model, downloading a duplicate page should be equivalent to going

back to the level at that we visited that page for the first time. A more detailed analysis could also consider

the distribution of terms in Web pages and anchor text as the user browses through a Web site.

A different class of models for user browsing, including models based oneconomical decisions could be

used, but those models should be able to fit both, the distribution of session length and the expected session

depth.

As the amount of on-line content that people, organizations and businessare willing to publish grows,

more Web sites will be built using Web pages that are dynamically generated, so those pages cannot be

ignored by search engines. Our aim is to generate guidelines to crawl these new, practically infinite, Web

sites.
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Figure 5.18: Fit of the models to actual data, except for Blogs and non-governmental organi-

zations with Blogs. Model B (back to start level), has smaller errors for most Web sites. The

asymptotic standard error for the fit of this model is 5% in theworst case, and consistently less

than 3% for all the other cases. Note that we have zoomed in into the top portion of the graph

(continues on the next page).
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Figure 5.19: Fit of the models to actual data in the case of Blogs. In this case user sessions tend

to go deeper inside the Website because more pages are visited per session, probably because

Blog postings tend to be short.
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Chapter 6

Proposals for Web Server Cooperation

As the number of publicly available Web pages increases, the problem of keeping a search engine index up-

to-date with changes becomes increasingly more difficult [LG99], and it is common to find several pages out-

dated in current search engines [SS04]. This makes things more difficultfor the user who seeks information

and affects the image of the search engine, but this also has costs for the Web sites that are misrepresented,

if we consider the whole user experience.

If a user searches for a keyword on a search engine, and then chooses a page from the search results that

no longer exists, or that contains material that is currently irrelevant for the user’s information need, the user

will be frustrated with both the search engineand the Web sitefor not finding this information. There is also

an opportunity cost related to these visitors: maybe the information they want was moved to another page in

the same website and the search engine was not aware of the change. In this case, it would be better for the

Web site to inform the search engine of the update.

Web crawlers can use an important amount of network and processor resources from the Web server,

especially if they do not follow existing rules of “good behavior” [Kos95]. Web crawlers tend to visit many

more pages than humans, and they request them very fast, normally with 10 to30 seconds between visits;

so they are believed to account for at least 16% of the requests [MAR+00]. Many of the requests are to

unmodified resources, and can be avoided in certain schemes if the server informs the crawler about which

resources have not been modified since its last visit.

Hence, an Web site administrator has incentives to improve the representationof his Web site in the

search engine’s index and to prevent unnecessary visits from crawlers. The mechanism for accomplishing

this is what we call acooperationscheme between the Web server and the Web crawler.

In this chapter we show some existing techniques for cooperation, and we propose new ones; some of

the techniques shown here were not designed for this specific purposebut they can be adapted. We also

present a discussion about the relative merits of each technique. Finally,we implement one of them in the

WIRE crawler.
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The next section presents general aspects about cooperation schemes, Section 6.2 presents polling-based

schemes, and Section 6.3 presents interruption-based schemes. Section 6.4 shows a relative comparison of

costs. Section 6.5 describes how a cooperation scheme was implemented in the WIRE crawler. The last

section presents the conclusions and future work.

Portions of this chapter were presented in [Cas03].

6.1 Cooperation schemes

The standard HTTP transaction follows the request-response paradigm:a client requests a page from a Web

server, and the Web server responds with the page, as depicted in Figure 6.1. This transaction involves

meta-data (information about the page) that is downloaded along with the actual page contents.

Figure 6.1: Schematic drawing of a normal transaction between a Web crawler (“C” on the

left) and a Web server (“S” on the right). The large, dark circle in the middle represents a

Web page and the small, light circle represents its meta-data. The arrow from the Web page to

the Web crawler indicates that the Web crawler initiates theconnection. We use this pictorial

representation in the next two figures.

The cooperation schemes we study in this thesis can be divided into two groups: polling andinterrupt.

Polling (or pull) schemes: the Web crawler periodically requests data from the Web server based on a

scheduling policy. These requests check if a page have been changed,and then download the page.

Interrupt (or push) schemes: in this case the Web server begins a transaction with the search engine when-

ever there is an event. These events can happen when one or multiple pages are updated, based on

server policies. The search engines must subscribe to the servers from which they want to receive

events. This is similar to the relationship between the main processor and a hardware device (network

card, scanner, etc.) in a modern computer.

Note that polling becomes equivalent to an interrupt when the polling period tends to zero; but the usage

of resources at both ends of the polling line increase at the same time.

In this thesis, we study several cooperation schemes, which are summarized on Table 6.1.
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Transfered data Polling version Interrupt version

Meta-data Serve meta-data of content Send meta-data of updates

Differences of site Serve differences of content Send differencesof content

Pages Serve pages only if modified Send changed pages

Batches of pages Serve many pages per request Send batch update

Site Serve entire site compressed Send entire site

Mixed Filtering interface Remote agent

Table 6.1: List of cooperation schemes analyzed in this thesis. All of them have two versions:

polling (poll) and interrupt (push).

Before we get into the details of each scheme, there are some issues we mustmention that are almost

independent of the scheme used:

Compressioncan be used for decreasing transmission cost at the expense of using more processing

power on the server side. On the current Web, compression is used fortransferring most images –because

they are usually stored in a compressed format– but normally it is not applied for textual Web pages. The

HTTP/1.0 protocol considers requests of compressed bodies using theAccept-encoding header, so com-

pressing Web-pages can be used but it is usually left to the communication between the ISP and the final

user. Compression can be used with complete Web pages, bundles of Web pages and their resources, or Web

page differences [SS03] (more details in Section 6.2).

Privacy issuesarise when the crawler has access to information in the server that was notmeant to be

public. This may sound strange, but in practice when using a Web crawler itis possible to download files

that are linked by mistake or private directories that allow a virtual listing; we have even found complete

plain-text password files!. Many Web site administrators mistakenly believe that by not publishing the URL

of a Web page they can keep the page private. This is a common practice, somost Web site administrators

are very reluctant to provide access for clients to list the contents of directories. Note that if users follow an

external link from one of these “private” pages, their browser will inform the referrer to the next Web site,

and this referrer could be logged and inspected so it is pointless to try to keep unknown URLs private.

Index update capabilitiesare very reduced in global-scale Web search engines: constraints in terms

of disk space are the most important limitation, so it is not always possible to store a complete copy of the

downloaded pages. This can lead to some difficulties; for instance, on a standard inverted index, removing

a page or updating a paragraph without having the complete text can be impossible or very time-consuming.

Also, in many cases updating batches of pages is preferred to updating single pages to reduce the overall

processing cost.

Search engine “spamming”occurs whenever Web site administrators try to get undeserved high rat-
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Figure 6.2: Diagrams of polling-based cooperation. The arrow between the Web crawler “C”

and the Web server “S” represents who initiates the connection. The small, white circle repre-

sents meta-data and the large, gray circle represents the contents of the page.

ings in search engines. Data provided by Web servers cannot be trusted completely, for instance, in terms

of self-asserted frequency of updates of the pages or local page importance. Web crawlers used by most

search engines are interested only in some of the pages of a Web site, and the decision of which pages must

be added to the index should be left to the search engine. In notification schemes, a degree of trust can be

established, e.g.: if a Web site sends update notifications, but when pages are inspected by the Web crawler

they have not changed, then the search engine can ignore further notifications from that Web site for a period

of time.

Structure and HTML markup used in a Web site affects the visibility of its pages by search engine

crawlers. Information that is accessible only through forms is, in general,difficult to gather for Web crawlers;

this is called the “hidden Web” [RGM01]. Web sites could attract more visitors ifthey provide a crawler-

friendly interface for this data to be indexed by search engines.

6.2 Polling-based cooperation

In all these cases, the Web crawler queries the Web server with certain periodicity; the cooperation schemes

discussed in this section are depicted in Figure 6.2.
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Serve meta-data of updates. A file containing last-modification data (and probably file size and path)

is served. This file can contain a description of many pages on the Web site. In the case of single files,

the HTTP protocol providesHEAD requests that are responded with meta-data about the requested object.

Multiple HEAD requests can be pipelined, but this is not as efficient as serving a concise file. Examples: the

Distribution and Replication Protocol (DRP) [vHGH+97], the proposal by Brandmanet al. [BCGMS00] in

which files containing information about changes are served, and the proposal by Buzzi [Buz03] that includes

information obtained from the access log files. RDF [LS99] also includes thepossibility of informing time-

related data about the resources.

Finally, the HTTPExpires: header presents a way of informing the crawler of the next change in a

Web page, but this involves prediction and therefore is not widely used.

Serve differences of content. The Web server provides a series of differences between a base version and

newer versions. In the most simple case, the difference is only between thelast and the current version.

Examples: the HTTP Delta responses proposed by Mogulet al. [MDFK97] that use theContent-encoding

field of HTTP responses, however, a disadvantage is that servers must retain potentially many different

versions of their Web pages and that it can only be used for Web pages that have already been visited.

Another disadvantage is that re-visits account for a small fraction of the total downloads, so this cannot be

used for all pages.

Savant and Suel [SS03] study the possibility of delta-encoding Web pages with respect to other similar

Web pages in the same server that are already in a client’s cache, which gives a lower compression ratio

but imposes less workload on the Web server and can be used for a larger fraction of the accesses. In their

approach these differences are also compressed. See the survey bySuel and Memon [SM02] for a summary

of techniques for delta compression for remote synchronization of files.

An example of delta compression being used in practice is that source code for popular free software can

be updated using thepatch [WEDM00] program, with servers providing differences between the original

version and the new version. For Web sites, differences in terms of structural changes in the links, can be

encoded using tables as inWHOWEDA[BMN03].

Serve pages only if modified. The Web crawler can avoid downloading a file if the file has not been

modified. Examples: in HTTP/1.0 this is done using a date the crawler provides (usually the last visit to

the same page) in anIf-Modified-Since header; these headers are used only by a minority of crawlers

[BCGMS00], although they are supported by most Web servers. In HTTP/1.1, anentity-tag(E-Tag) can be

provided: this is a hash function of the text of the document.

Serve multiple pages on one request.The overhead arising from multiple TCP connections can be avoided

by requesting a series of pages in the same connection. Example: this is usual for modern Web browsers,
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and is implemented using theConnection header with thekeep-alive value in HTTP/1.1 [FGM+99]; in

this case, pipelining of the requests can also be used. With pipelining, the user agent requests multiple

pages without waiting for a response, and then receives multiple responses in the same order as they were

requested.

Serve entire site in a large file. This is suitable only if the Web changes occur in many pages, or if the

Web site is composed of many small files. Example: typically, Linux distributions are distributed in whole

CD- or DVD-sized disk images and not on a file-by-file basis.

Filtering interfaces. This is a standard method for answering queries from the crawler. The typical query

a Web crawler could ask is “give me all the pages that have changed sincethis date”. A more powerful

filtering interface could also include requests for differences, or querying about other characteristics such as

page sizes or local importance. Examples: DASL [RRDB02] for searching Web servers, RSYNC [TP03] for

mirroring content, and the Common Index Protocol (CIP) [AM99]. In WebDAV [web04a], thePROPFIND

method allows to query for properties of a document, and a proposed extension BPROPFIND for querying

about groups of documents. A generic filtering interface could also be implemented using a Web Service

[CCMW01].

6.3 Interruption-based cooperation

In all these cases, the Web server sends data to the Web server whenever there is an update (page change,

deletion or new page). The Web crawlers must subscribe with the Web server to start receiving notifications,

and when they receive them, they can choose to process, enqueue or ignore them.

The following cooperation schemes are depicted in Figure 6.3:

Send meta-data of updates. The notification includes only meta-data about the update, as a minimum,

the URL of the resource and a timestamp of the event would be required. Examples: the Keryx [BK97]

notification service, developed during the apogee of push-based content delivery, and the Fresh Flow proposal

for Web server cooperation [GC01].

Send differences of content. Whenever an event happens, the Web server sends a file containing thedif-

ference between the last version and the current one (if the changes are major, the Web server may send the

entire file). This exploits the fact that most page changes are minor, e.g.: after one year, 50% of changed

pages have changed less than 5% [NCO04]. Example: CTM [Kam03]: in thiscase, differences on a repos-

itory of source code are sent to interested users by electronic mail and thereceivers automatically execute
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Figure 6.3: Diagrams of interruption-based schemes of cooperation. Connections are initiated

by the server-side (right) and handled by the crawler (left).

thepatch [WEDM00] program to apply the update to the local copy. In CTM, every 50 relative “deltas”, a

complete base set is sent.

Send changed pages.The Web server sends the complete text of each updated or new page when the

modifications are made. Examples: this was typical in push technologies [KNL98], and was implemented in

services like “Marimba Castanet” and “Pointcast” in the early days of the Web. Currently, it is being used in

wireless devices [Cha02].

Send multi-pages updates. The Web server sends batches of modified pages according to some schedule.

This can be useful if the updates are regular and involve several pages; for example, in the Web site of a daily

or weekly newspaper. This is the idea behind the protocol used for keeping pages updated in mobile devices

used by AvantGO [ava04], in which a single device receives a compressed bundle of pages from several Web

sites.

Send entire site. The Web server sends the entire site. This is useful, for instance, for uploading an entire

Web site when the site is publicly available for the first time, or if there is a major modification involving

most of the pages, as an extension of the previous scheme.
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Strategy Network Processing Processing Freshness

cost (server) (crawler) improvement

Send meta-data of updates + + High

Send differences of content – – + + + High

Send changed pages – + High

Send batch update + + High

Send entire site + + + High

Remote agent – – + + – High

Serve meta–data of content + + Normal

Serve differences of content – – + + + Normal

Serve pages only if modified – Normal

Serve many pages in one request – Normal

Serve entire site compressed + + + Normal

Filtering interface – – + + – High

Table 6.2: Relative costs of server cooperation schemes discussed, against the base case where

no cooperation exists: “+” means more cost, “−” means less cost. The last column is the

expected improvement in freshness for the search engine’s collection

Remote agent. The Web server executes software provided by the search engine; thissoftware includes

instructions to identify important pages and to detect changes in the pages that are relevant for the search en-

gine. Important pages can be identified based on local connectivity, textual information, or log file analysis.

Changes can be detected using a custom algorithm that varies depending on the search engine’s characteris-

tics. When there is a change, the agent sends back some data to the searchengine. This can be meta-data,

complete pages, or differences. This is a typical application for a mobile agent [LO99], and the cooperation

can be taken one step further, as in some cases the agent could help the search engine by fetching data from

“near” servers, as proposed by Theilmann and Rothermel [TR99].

6.4 Cost analysis

6.4.1 Costs for the Web server

We will consider unitary (per-page) costs and benefits:

• b: Benefit from a user viewing one page, from advertising revenues orfrom other sources.

• cn: Network cost for serving one page, i.e.: bandwidth cost.
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• cp: Processing cost for serving one page, i.e.: servers cost.

A simple observation is that we should have (in theory)b ≥ cn + cp, otherwise, the Web site would

not be able to pay the operation costs. However, we should note that some Web sites can be financed by

revenues from other sources. Another observation is that in generalprocessing capacity is cheaper than

network connectivity, so in generalcn > cp.

Estimates: We cannot measure these quantities, but we can make some estimates: as of 2004, the cost

per page-view of an advertising campaign on the Web is about US$ 0.05, soit is likely that b ≥ 0.05. On

the other end, having a Web server costs about US$ 10 for 5 gigabits of traffic, or 625Mb; if each page

including images is 40Kb on average, this is enough for 15,000 page-views; notice that network bandwidth

is usually “overbooked” in popular virtual servers, probably by a factor or 2 or 3, so an estimate of the cost

is: cn +cp ≤ 0.002. Serving pages to a Web crawler is cheaper because the Web crawler does not download

the images.

This is a very rough estimate, but it reveals something interesting: if we only account for Web server

usage, serving a Web page costs at most 1/25 of the benefit, and this is probably the biggest cause of the

huge success of the World Wide Web as a platform for publishing information. The main source of cost

when keeping a large Web site is not the Web hosting, but rather the cost ofproducing and maintaining its

contents.

In Table 6.2 we provide a rough estimation of relative costs associated with these cooperation schemes.

Network bandwidth savings are the product of not dealing with unnecessary requests from the crawlers,

and costs, from sending more than is necessary. Processing costs involve keeping meta-data, calculating

differences, or more complex processing. Benefits arise from increased freshness on the Web search engine,

and are higher if an interruption (push) is involved.

Which is the best strategy for the Web server? This will depend on the price the Web server is willing

to pay; if this is minor, then using server software that correctly implements HTTP/1.1 is the best option. If

the price is moderate, then serving and sending meta-data of updates is the best option. If the server wishes

to invest more resources, it can benefit from providing content differences and/or a filtering interface for the

crawlers.

6.4.2 Costs for the crawler

The main costs for the crawler for each page are:

• Polling or receiving an interrupt. We will consider that in terms of network and processing, generating

a connection or handling an interrupt are the same.
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• Downloading the page.

• Processing the downloaded page.

An estimation of these costs is due to Craswellet al. [CCHM04], and it is close to US $1.5 Million for

an entire crawl of the Web, or about US$ 0.002 per page. Remarkably, this is exactly our estimation of the

costs for the Web server, and both figures were obtained independently.

The freshness of the repository is higher in interrupt-based strategies,as there is no significant delay be-

tween the server update and the search engine syncing of the page. Thecosts for the crawler are summarized

in Table 6.2. Network cost for the crawler is the same as for the server, aseach transfer in these schemes

involves one crawler and one server.

However, interrupt-based strategies have to be implemented carefully, because if too many Web servers

are sending interrupts to the Web crawler at whatever time they choose, thenthe search engine risks being

overloaded by these requests, loosing control over the crawling process. It is likely that interrupt-based

strategies can only be deployed for a small group of Web sites.

Which is the best strategy for the crawler? A remote agent or filtering interface can help to distribute the

workload of the search engine, especially if servers cooperate in pre-processing documents or in generating

partial indexes. The remote agent can be used for the more important Web sites (such as news sources) if the

crawler can process interrupts as they arrive, probably by keeping asmall index for the most changing data.

An extreme case of using an agent could be when the Web server generates the (partial) inverted index

and then sends it to the search engine, which only needs to perform a merge. In this case, the crawling

problem is simplified, and is transformed into polling or pushing of indexes.

6.4.3 Overall cost

It is very important to consider that not all Web servers are equal, and the distribution of “quality” on the

Web is, by all measures, very skewed: most of the important Web pages are on a few Web servers, as shown

in Figure 8.11 (page 133). The best servers are not necessarily the larger ones, in Figure 6.4 we compare

average Pagerank with site size and find no correlation.

By inspecting Table 6.2, a noticeable fact is that the schemes that do not require extra cost for the Web

server are already implemented in HTTP (keep-alive andif-modified-since features).

It is clear that if the request–response paradigm is enforced strictly, thescheme that can provide the best

benefits in terms of freshness is a filtering interface. Pushing or pulling differences of content are probably

the most balanced schemes, because the server gains in less bandwidth usage. These schemes are more

useful if many clients can benefit from differences: not only the Web crawlers of search engines, but also the

general public using enabled browsers or cache services.
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Figure 6.4: Average Pagerank versus number of pages, for a sample of 25,000 Web sites in

the Chilean Web. The size of a Web site does not seems to be correlated with the quality of its

pages according to this metric.

6.5 Implementation of a cooperation scheme in the WIRE crawler

The WIRE crawler supports a cooperation scheme based on serving meta-data of updates. The Web server

provides an XML file containing a description of the documents provided by the Web server.

We wanted to use publicly-available XML name spaces to conform to existent definitions. We used the

following XML applications (languages):

RSS RDF Site Summary, also called “Rich Site Summary” or “Really Simple Syndication” is an extension

of RDF. It was conceived as a simplification of RDF to be able to aggregate multiple Web sites in a

single interface for the “My Netscape” service [Lib00]. Nowadays, it iswidely used by news sources

to provide a short list of the latest news histories to be used by news aggregators.

DC The Dublin Core is a simple set of metadata elements to describe electronic documents. It is designed

to provide a minimal set of descriptive elements for Web pages [dc04], including date, type, format,

copyright status, etc.

The Web server periodically generates a filerobots.rdf, located at the root of the Web site, containing

the last-modification time of all the URLs in its public space. An example file is shown inFigure 6.5.

Currently the file contains only the URL and the last-modification time, which is the information the

WIRE crawler can use, but in the future it could include more information such as page size, format, number

of accesses, etc.
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<?xml version="1.0"?>

<rdf:rdf

xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns"

xmlns:dc="http://purl.org/dc/elements/1.1/"

xmlns="http://purl.org/rss/1.0/">

<channel rdf:about="http://www.example.com/">

<items><rdf:Seq>

<rdf:li rdf:resource="http://www.example.com/one.html"/>

<rdf:li rdf:resource="http://www.example.com/two.html"/>

</rdf:Seq></items>

</channel>

<item rdf:about="http://www.example.com/one.html">

<dc:modified>2004-10-01T12:05+02:00</dc:modified>

</item>

<item rdf:about="http://www.example.com/one.html">

<dc:modified>2004-11-21T09:01+02:00</dc:modified>

</item>

</rdf:rdf>

Figure 6.5: Example of arobots.rdf file.

The implementation of this scheme has two parts: a server-side script that generates the file, and an

interpreter in the Web crawler.

6.5.1 Web server implementation

On the server-side, a Perl script is provided for generating theRSS file. This script requires two parameters:

• The root directory of pages in the Web site.

• The base URL of the home page of the Web site.

Optional parameters are:

• Patterns to include pages. The default is to include all pages that include thesubstring “.htm”.

• Patterns to reject pages, to exclude private directories.

• The maximum number of pages to include in the file.
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A typical example of usage is:

% wire-rss-generate --docroot /home/httpd/html --base http://www.example.com/

> /home/httpd/html/robots.rdf

This program is executed periodically usingcrontab. The frequency of updates should be related to

the frequency of update of the Web site, but generating the file on a daily basis seems acceptable.

The.rdf extension was chosen because it is usually a registered file type in the Apache Web servers,

and therefore the response included the correspondingapplication/xml+rdf content-type.

6.5.2 Web crawler implementation

The WIRE crawler handles the download of this file similarly to therobots.txt file [Kos95]. A setting in

the crawler configuration file controls the frequency at which this file is checked for changes.

The crawler parses therobots.rdf file and for each item found, it checks the last modification time

of the file. This timestamp is entered into the equation for estimating the probability of the object being

outdated, as shown in Section 2.4 (page 27).

6.5.3 Testing

We tested our implementation to gather insights about how it works in practice. This is a first step that is

necessary to learn about the system before a large-scale studied is carried.

We tested our implementation over a month with a Web site containing medical information;this Web

site has 249 pages. Issuing aHEAD request for each page, just to check for the last-modification timestamp,

generates 108,777 bytes of traffic, with an average of 434 bytes per page. It takes about 5 minutes to

sequentially make all of these requests, even if we do not wait between them.

When using cooperation, the generatedrobots.rdf file is about 61,504 bytes, with an average is 247

bytes per page; this is more than 40% of savings in bandwidth, and with an important advantage: everything

is done in just one request in less than 5 seconds.

An unexpected benefit of this implementation is that Web pages are usually discovered slowly, level by

level as the crawler must parse the Web pages to find links. When the page listing is found on a single file,

the Web crawler can download the entire site in just one session, without having to parse data to discover

pages.

We learned that if the updates involve only just one page, then if therobots.rdf file is too large this

scheme can waste network resources because the complete file with the metadata is transfered each time. The

robots.rdf could be divided into several parts for very large Web sites, and these parts could be chosen in
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such a way that the most important pages are found in a small part –for instance, by dividing the Web site by

levels.

We also learned that for a good scheduling using a file with meta-data, the important search engine pa-

rameter is not the minimum re-visiting period, but the maximum acceptable outdated probability; otherwise,

bandwidth can be wasted by requesting the meta-data file more often that it is necessary, especially if only a

few Web sites are involved and they do not change too often.

6.6 Conclusions

How probable is the wide adoption of a cooperation strategy? The basic HTTP protocol is not completely

implemented in the same way across different servers, and the minimum-common-denominator is quite poor

in terms of functionalities, as explained in Appendix A.

On the other hand, Web site administrators can cooperate if it is not too costly and means an important

benefit. This benefit should come mostly in terms of being better represented on the Web search engines. We

consider that the reductions on load for the Web server are probably not enough by themselves to justify the

adoption of a cooperation strategy.

There are also some specific applications that can use a cooperation strategy: most general search en-

gines offer specialized (paid) search services for specific Web sites.These search services could be improved

if software for cooperating with the search service is installed in the server-side.

With the emergence of Web services, filtering strategies could be an interesting possibility for the near

future, as they can help crawlers and other autonomous agents to interactwith Web servers at a more mean-

ingful level.
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Chapter 7

Our Crawler Implementation

We developed a Web crawler that implements the crawling model and architecture presented in Chapter 3,

and supports the scheduling algorithms presented in Chapter 4. This chapterpresents the implementation

of the Web crawler in some detail. Source code and technical documentation,including a user manual are

available athttp://www.cwr.cl/projects/WIRE/.

The rest of this chapter is organized as follows: section 7.1 presents the programming environment used.

Section 7.2 details the main programs, section 7.3 the main data structures and section 7.4 the configuration

variables.

7.1 Programming environment and dependencies

The programming language used was C for most of the application. We also used C++ to take advantage of

the C++ Standard Template Library to shorten development time; however, wedid not use the STL for the

critical parts of our application (e.g.: we developed a specialized implementationof a hash table for storing

URLs). The crawler currently has approximately 25,000 lines of code.

For building the crawler, we used the following software packages:

ADNS [Jac02] Asynchronous Domain Name System resolver, replaces the standard DNS resolver interface

with non-blocking calls, so multiple host names can be searched simultaneously. We used ADNS in

the “harvester” program.

LibXML2 [lib02] An XML parser developed in C for the Gnome project. It is very portable, and it is also an

efficient and very complete specification of the XPath language. We used XPath for the configuration

file of the crawler, and for parsing the “robots.rdf” file used for Web server cooperation during the

crawl, as shown in Chapter 6.
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We made extensive use of thegprof utility to improve the speed of the application.

7.2 Programs

In this section, we will present the four main programs: manager, harvester, gatherer and seeder. The four

programs are run in cycles during the crawler’s execution, as shown in Figure 3.8.

7.2.1 Manager: long-term scheduling

The “manager” program generates the list ofK URLs to be downloaded in this cycle (we usedK = 100,000

pages by default). The procedure for generating this list is outlined below.

Figure 7.1: Operation of the manager program withK = 2. The two pages with the highest

expected profit are assigned to this batch.

The current value of a page is IntrinsicQuality(p)×Pr(Freshness(p)= 1)×RepresentationalQuality(p),

where RepresentationalQuality(p) equals 1 if the page has been visited, 0 if not. The value of the downloaded

page is IntrinsicQuality(p)×1×1. In Figure 7.1, the manager should select pagesP1 andP3 for this cycle.

1. Filter out pages that were downloaded too recentlyIn the configuration file, a criteria for the maxi-

mum frequency of re-visits to pages can be stated (e.g.: no more than once aday or once a week).

This criteria is used to avoid accessing only a few elements of the collection, and is based on the

observations by Cho and Garcia-Molina [CGM03a].

2. Estimate the intrinsic value of Web pagesThe manager program calculates the value of all the Web

pages in the collection according to a ranking function. The ranking function is specified in the con-

114



figuration file, and it is a combination of one or several of the following: Pagerank [PBMW98], static

hubs and authority scores [Kle99], weighted link rank [Dav03, BYD04], page depth, and a flag indi-

cating if a page is static or dynamic. It can also rank pages according to properties of the Web sites

that contain the pages, such as “Siterank” (which is like Pagerank, but calculated over the graph of

links between Web sites) or the number of pages that still have not been downloaded from that specific

Web site, this is, the strategy presented in Chapter 4.

3. Estimate the freshness of Web pagesThe manager programs estimatesPr(Freshnessp = 1) for all pages

that have been visited, using the information collected from past visits and theformulas presented in

Section 2.4 (page 27).

4. Estimate the profit of retrieving a Web page The program considers that the representational quality of

a Web page is either 0 (page not downloaded) or 1 (page downloaded).Then it uses the formula given

in Section 3.4 (page 45) withα = β = γ = 1 to obtain the profit, in terms of the value of the index,

obtained by downloading the given page. This is high, e.g.: if the intrinsic value of the page is high,

and the page copy is not expected to be fresh, so important pages are crawled more often.

5. Extract top K pages according to expected profitOr less thanK pages if there are fewer URLs avail-

able. Pages are selected according to how much their value in the index will increase if they are

downloaded now.

An hypothetical scenario for the manager program withK = 2 is depicted in Figure 7.1. The manager

objective is to maximize the profit in each cycle.

For parallelization, the batch of pages generated by the manager is stored ina series of files that include

all the URLs and metadata of the required Web pages and Web sites. It is a closed, independent unit of

data that can be copied to a different machine for distributed crawling, as itincludes all the information the

harvester needs. Several batches of pages can be generated during the same cycle by taking more URLs from

the top of the list.

7.2.2 Harvester: short-term scheduling

The “harvester” programs receives a list ofK URLs and attempts to download them from the Web.

The politeness policy chosen is to never open more than one simultaneous connection to a Website,

and to wait a configurable amount of seconds between accesses (default 15). For the larger Websites, over a

certain quantity of pages (default 100), the waiting time is reduced (to a default of 5 seconds). This is because

by the end of a large crawl only a few Web sites remain active, and the waitingtime generates inefficiencies

in the process that are studied in Chapter 4.
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As shown in Figure 7.2, the harvester maintains a queue for each Web site. At a given time, pages are

being transferred from some Web sites, while other Web sites are idle to enforce the politeness policy. This

is implemented using a priority queue in which Web sites are inserted according toa timestamp for their next

visit.

Figure 7.2: Operation of the harvester program. This program creates a queue for each Web

site and opens one connection to each active Web site (sites 2, 4, and 6). Some Web sites are

“idle”, because they have transfered pages too recently (sites 1, 5, and 7) or because they have

exhausted all of their pages for this batch (3).

Our first implementation used Linux threads [Fal97] and did blocking I/O on each thread. It worked

well, but was not able to go over 500 threads even in PCs with processorsof 1GHz and 1GB of RAM. It

seems that entire thread system was designed for only a few threads at thesame time, not for higher degrees

of parallelization.

Our current implementation uses a single thread with non-blocking I/O over anarray of sockets. The

poll() system call is used to check for activity in the sockets. This is much harder to implement than the

multi-threaded version, as in practical terms it involves programming context switches explicitly, but the

performance was much better, allowing us to download from over 1000 Websites at the same time with a

very lightweight process.

The output of the harvester is a series of files containing the downloaded pages and metadata found

(e.g.: server response codes, document lengths, connection speeds, etc.). The response headers are parsed to

obtain metadata, but the pages themselves are not parsed at this step.
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7.2.3 Gatherer: parsing of pages

The “gatherer” program receives the raw Web pages downloaded bythe harvester and parses them. In the

current implementation, onlytext/plain andtext/html pages are accepted by the harvester, so these are

the only MIME types the gatherer has to deal with.

The parsing of HTML pages is done using an events-oriented parser. An events-oriented parser (such

as SAX [Meg04] for XML) does not build an structured representation of the documents: it just generates

function calls whenever certain conditions are met, as shown in Figure 7.3. We found that a substantial

amount of pages were not well-formed (e.g.: tags were not balanced), so the parser must be very tolerant to

malformed markup.

Figure 7.3: Events-oriented parsing of HTML data, showing the functions that are called while

scanning the document.

During the parsing, URLs are detected and added to a list that is passed to the “seeder” program. At this

point, exact duplicates are detected based on the page contents, and linksfrom pages found to be duplicates

are ignored to preserve bandwidth, as the prevalence of duplicates on the Web is very high [BBDH00].

The parser does not remove all HTML tags. It cleans superfluous tagsand leaves only document struc-

ture, logical formatting, and physical formatting such as bold or italics. Information about colors, back-

grounds, font families, cell widths and most of the visual formatting markup is discarded. The resulting file

sizes are typically 30% of the original size and retain most of the information needed for indexing. The list

of HTML tags are kept or removed is configurable by the user.

7.2.4 Seeder: URL resolver

The “seeder” program receives a list of URLs found by the gatherer, and adds some of them to the collection,

according to a criteria given in the configuration file. This criteria includes patterns for accepting, rejecting,

117



and transforming URLs.

Accept Patterns for accepting URLs include domain name and file name patterns. The domain name pat-

terns are given as suffixes (e.g.:.cl, .uchile.cl, etc.) and the file name patterns are given as file

extensions. In the later case, accepted URLs can be enqueued for download, or they can be just logged

on a file, which is the current case for images and multimedia files.

Reject Patterns for rejecting URLs include substrings that appear on the parameters of known Web appli-

cations (e.g.login, logout, register, etc.) that lead to URLs which are not relevant for a search

engine. In practice, this manually-generated list of patterns produces significant savings in terms of

requests for pages with no useful information.

Transform To avoid duplicates from session ids, which are discussed in Section A.6.1 (page 163), we detect

known session-id variables and remove them from the URLs. Log file analysis tools can detect requests

coming from a Web crawler using the “user-agent” request header thatis provided, so this should not

harm Web server statistics.

The seeder also processes all the “robots.txt” and “robots.rdf” files that are found, to extract URLs and

patterns:

robots.txt This file contains directories that should not be downloaded from the Web site [Kos96]. These

directories are added to the patterns for rejecting URLs in a per-site basis.

robots.rdf This file contains paths to documents in the Web site, including their last-modificationtimes. It

is used for server cooperation, as explained on Chapter 6.

The seeder also recognizes filename extensions for known programming languages used for the Web

(e.g..php, .pl, .cfm, etc.) and mark those URLs as “dynamic pages”. Dynamic pages may be given higher

or lower scores during long term scheduling.

To initialize the system, before the first batch of pages is generated by the manager, the seeder program

is executed with a file providing the starting URLs for the crawl.

7.3 Data structures

7.3.1 Metadata

All the metadata about Web pages and Web sites is stored in files containing fixed-sized records. The records

contain all the information about a Web page or Web site except for the URL and the contents of the Web

page.
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There are two files: one for metadata about Web sites, sorted by site-id, and one for metadata about

Web pages, sorted by document-id. Metadata currently stored for a Web page includes information about:

Web page identification Document-id, which is an unique identifier for a Web page, and Site-id, whichis

an unique identifier for Web sites.

HTTP response headersHTTP response code and returned MIME-type.

Network status Connection speed and latency of the page download.

FreshnessNumber of visits, time of first and last visit, total number of visits in which a change was detected

and total time with no changes. These are the parameters needed to estimate the freshness of a page.

Metadata about page contentsContent-length of the original page and of the parsed page, hash function

of the contents and original doc-id if the page is found to be a duplicate.

Page scoresPagerank, authority score, hub score, etc. depending on the scheduling policy from the config-

uration file.

Metadata currently stored for a Web site includes:

Web site identification Site-id.

DNS information IP-address and last-time it was resolved.

Web site statistics Number of documents enqueued/transfered, dynamic/static, erroneous/OK, etc.

Site scoresSiterank, sum of Pagerank of its pages, etc. depending on the configuration file.

In both the file with metadata about documents, and the file with metadata about Websites, the first

record is special, as it contains the number of stored records. There is no document with doc-id= 0 nor Web

site with site-id= 0, so identifier 0 is reserved for error conditions and record for document i is stored at

offset sizeof(docid)× i.

7.3.2 Page contents

The contents of Web pages are stored in variable-sized records indexed by document-id. Inserts and deletions

are handled using a free-space list with first-fit allocation.

This data structure also implements duplicate detection: whenever a new document is stored, a hash

function of its contents is calculated. If there is another document with the samehash function and length,

the contents of the documents are compared. If they are equal, the document-id of the original document is

returned, and the new document is marked as a duplicate.
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Figure 7.4: Storing the contents of a document requires to check first if the document is a

duplicate, then searching for a place in the free-space list, and then writing the document to

disk.

The process for storing a document, given its contents and document-id, isdepicted in Figure 7.4:

1. The contents of the documents are checked against the content-seen hash table. If they have been

already seen, the document is marked as a duplicate and the original doc-idis returned.

2. A free space is searched in the free-space list. This returns a document offset in the disk pointing to

an available position with enough free space.

3. This offset is written to the index, and will be the offset for the currentdocument.

4. The document contents are written to the disk at the given offset.

This module requires support to create large files, as for large collectionsthe disk storage grows over

2GB, and the offset cannot be provided in a variable of type “long”. In Linux, the LFS standard [Jae04]

provides offsets of type “long long” that are used for disk I/O operations. The usage of continuous, large

files for millions of pages, instead of small files, can save a lot of disk seeks, as noted also by Patterson

[Pat04].

7.3.3 URLs

The structure that holds the URLs is highly optimized for the most common operations during the crawling

process:
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• Given the name of a Web site, obtain its site-id.

• Given the site-id of a Web site and a local link, obtain the doc-id for the link.

• Given a full URL, obtain both its site-id and doc-id.

The implementation uses two hash tables: the first for converting Web site namesinto site-ids, and the

second for converting “site-id + path name” to a doc-id. The process forconverting a full URL is shown in

Figure 7.5.

Figure 7.5: For checking a URL: (1) the host name is searched in the hash table of Web site

names. The resulting site-id (2) is concatenated with the path and filename (3) to obtain a doc-id

(4).

This process is optimized to exploit the locality on Web links, as most of the links found in a page point

to other pages co-located in the same Web site.

7.3.4 Link structure

The link structure is stored on disk as an adjacency list of document-ids. This adjacency list is implemented

on top of the same data structure used for storing the page contents, except for the duplicate checking. As

only the forward adjacency list is stored, the algorithm for calculating Pagerank cannot access efficiently the

list of back-links of a page, so it must be programmed to use only forward links. This is not difficult to do,

and Algorithm 4 illustrates how to calculate Pagerank without back-links; the same idea is also used for hubs

and authorities.

Our link structure does not use compression. The Web graph can be compressed by exploiting the

locality of the links, the distribution of the degree of pages, and the fact thatseveral pages share a substantial
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Algorithm 4 Calculating Pagerank without back-links
Require: G Web Graph.

Require: q dampening factor, usuallyq≈ 0.15

1: N ← |G|

2: for eachp∈ G do

3: Pagerankp = 1
N

4: Auxp = 0

5: end for

6: while Pagerank not convergingdo

7: for eachp∈ G do

8: Γ+(p) ← pages pointed byp

9: for eachp′ ∈ Γ+(p) do

10: Auxp′ = Auxp′ +
Pagerankp
|Γ+(p)|

11: end for

12: end for

13: for eachp∈ G do

14: Pagerankp = q
N +(1−q)Auxp

15: Auxp = 0

16: end for

17: Normalize Pagerank:∑Pagerankp = 1

18: end while

portion of their links [SY01]. Using compression, a Web graph can be represented with as few as 3-4 bits

per link [BV04].

7.4 Configuration

Configuration of the crawling parameters is done with a XML file. Internally, there is a mapping between

XPath expressions (which represent parts of the XML file) and internalvariables with native data types such

as integer, float or string. When the crawler is executed, these internal variables are filled with the data given

in the configuration file.

Table 7.1 shows the main configuration variables with their default values. For a detail of all the con-

figuration variables, see the WIRE documentation athttp://www.cwr.cl/projects/WIRE/doc/.
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XPath expression Default value Description

collection/base /tmp/ Base directory for the crawler

collection/maxdoc 10 Mill. Maximum number of Web pages.

collection/maxsite 100,000 Maximum number of Web sites.

seeder/max-urls-per-site 25,000 Max. pages to download from each Web site.

seeder/accept/domain-suffixes .cl Domain suffixes to accept.

seeder/ext/download/static * Extensions to consider as static.

seeder/ext/download/dynamic * Extensions to consider as dynamic.

seeder/ext/log/group * Extensions of non-html files.

seeder/sessionids * Suffixes of known session-id parameters.

manager/maxdepth/dynamic 5 Maximum level to download dynamic pages.

manager/maxdepth/static 15 Maximum level to download static pages.

manager/batch/size 100,000 URLs per batch.

manager/batch/samesite 500 Max. number of URLs from the same site.

manager/score * Weights for the different score functions.

manager/minperiod * Minimum re-visiting period.

harvester/resolvconf 127.0.0.1 Address of the name server(s).

harvester/blocked-ip 127.0.0.1 IPs that should not be visited.

harvester/nthreads/start 300 Number of simultaneous threads or sockets.

harvester/nthreads/min 10 Minimum number of active sockets.

harvester/timeout/connection 30 Timeout in seconds.

harvester/wait/normal 15 Number of seconds to wait (politeness).

harvester/maxfilesize 400,000 Maximum number of bytes to download.

gatherer/maxstoredsize 300,000 Maximum number of bytes to store.

gatherer/discard * HTML tags to discard.

gatherer/keep * HTML tags to keep.

gatherer/link * HTML tags that contain links.

Table 7.1: Main configuration variables of the Web crawler. Default values marked “*” can be

seen athttp://www.cwr.cl/projects/WIRE/doc/

7.5 Conclusions

This chapter described the implementation of the WIRE crawler, which is basedon the crawling model

developed for this thesis. The Web as an information repository is very challenging, especially because of its

dynamic and open nature; thus, a good Web crawler needs to deal with someaspects of the Web that become

visible only while running an extensive crawl, and there are several special cases, as shown in Appendix A.
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There are a few public domain crawling programs listed under Section 2.5.1 (page 35). We expect to

benchmark our crawler against some of them in the future, but there is still work to do to get the most out of

this architecture. The most important task is to design a component for coordinating several instances of the

Web crawler running in different machines, or to be able to carry two partsof the process at the same time,

such as running the harvester while the gatherer is working on a previousbatch. This is necessary because

otherwise the bandwidth is not used while parsing the Web pages.

Our first implementation of the Web crawler used a relational database and threads for downloading

the Web pages, and the performance was very low. Our current implementation, with the data structures

presented in this chapter, is powerful enough for downloading collections in the order of tens of millions of

pages in a few days, which is reasonable for the purposes of creating datasets for simulation and analysis,

and for testing different strategies. There is plenty of room for enhancements, especially in the routines

for manipulating the Web graph –which is currently not compressed, but should be compressed for larger

datasets– and for calculating link-based scores.

Also, for scaling to billions of Web pages, some data structures should be analyzed on disk instead of in

memory. This development is outside the scope of this thesis, but seems a natural continuation of this work.

The next two chapters present a study of a Web collection and the practical problems found while

performing this large crawl.
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Chapter 8

Characterization of the Chilean Web

As an application of the crawler implementation presented in Chapter 7, we downloaded and studied the

pages under the.CL top-level domain.

The WIRE crawler includes a module for generating statistics and reports about its collection. In this

chapter, we present several characteristics of the Chilean Web, and we compare some of them with the

characteristics of the Greek Web.

8.1 Reports generated by WIRE

The procedure for generating reports has the following steps:

1. Analysis of the metadata that is kept in the data structures described in Section 7.3 (page 118), and

generation of statistics as plain text files.

2. Generation ofgnuplot scripts to generate graphs, and invocation ofgnuplot.

3. Generation of the report using LATEX.

This procedure makes maintenance of the reports easier, as the data is separated from the representa-

tion. The exact commands for generating reports are detailed in the user manual that is available on-line at

http://www.cwr.cl/projects/WIRE/doc/.

The generated reports include:

• A report about characteristics of the pages that were downloaded.

• A report about links found in those pages.

• A report about languages.
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• A report about Web sites.

• A report about links in the Web site graph.

In this chapter, most of the data tables and graphics (except for pie charts, due to a limitation of the

GNU plot program) were generated using the WIRE report generator.

8.2 Collection summary

Table 8.1 summarizes the main characteristics of the collection, which was obtained in May 2004.

Table 8.1: Summary of the characteristics of the studied collection from the Chilean Web.

Downloaded Web pages 3,313,060

Static 2,191,522 66.15%

Dynamic 1,121,538 33.85%

Unique 3,110,205 93.88%

Duplicates 202,855 6.12%

Downloaded Web sites 49,535

Static pages per site 40.40

Dynamic pages per site 26.73

Pages per site 67.13

We downloaded up to five levels of dynamic pages and also up to 15 levels of static pages. We also

limited the crawl to HTML pages, downloading at most 300 Kb of data per URL,with a maximum of 20,000

pages per Web site.

8.3 Web page characteristics

8.3.1 Status code

Figure 8.1 shows the distribution of the HTTP response code. In the figure, we have merged several HTTP

response codes for clarity:

• OK includes requests that lead to a page transfer:OK (200) andPARTIAL CONTENT (206) responses.

• MOVED includes all the redirects to other pages:MOVED (301),FOUND (302) andTEMPORARY REDIRECT

(307).

• SERVER ERROR includes all failures on the server side:INTERNAL SERVER ERROR (500), BAD

GATEWAY (502),UNAVAILABLE (503), andNO CONTENT (204).
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• FORBIDDEN includes all the requests that are denied by the server:UNAUTHORIZED (401),FORBIDDEN

(403) andNOT ACCEPTABLE (406).

Figure 8.1: Distribution of HTTP response code.

In all our experiments, we usually have had between 75% and 85% of responses leading to an actual

transfer of data. From the point of view of Web crawler, the fraction of failed requests is significant, and it

should be considered in short-term scheduling strategies when “overbooking” the network connection.

The fraction of broken links, over 9%, is very significative. This means that the Web is dynamic, and

quality control on existent Web sites is neither meticulous nor frequent enough.

8.3.2 Content length

To save bandwidth, we downloaded only the first 300 KB of the pages. The center of the distribution of page

sizes follows a Zipf’s law of parameter−3.54, as shown in Figure 8.2. Close to 300 KB the number of pages

looks higher than expected because of the way in which we enforced the download limit.
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We observe that below 12 Kilobytes, there are fewer pages than predicted by the Zipf’s law. This is

because of a limit of HTML coding: the markup is not designed to be terse andeven a short text requires

a certain amount of markup. As HTML is used as a presentational language, controlling the formatting

attributes of the pages, it generates a significant overhead over text size, especially for complex designs.

For a Web crawler, 300Kb seems to be a safe limit for HTML pages, as thereare very few Web pages

with more than this amount of data.

8.3.3 Document age

We observed the last-modification date returned by Web servers, and applied the heuristic described in Sec-

tion A.3.5 (page 160) to discard wrong dates. We found that 83% of the Websites studied returned valid

last-modified dates for their pages. The distribution of page age in terms of months and years is shown in

Figure 8.3.
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Figure 8.3: Distribution of page age. Note that for the graph of Page age in months the scale

is semi-log.

Page changes exhibit an exponential distribution, as seen in the graphic of document age in months.

Note that more than 60% of pages have been created or modified in the last year, so the Chilean Web is

growing at a fast pace.

8.3.4 Page depth

We limited the browser to download only five levels of dynamic pages, and up to 15levels of static pages.

The distribution of pages by depth is shown in Figure 8.4.

The distribution of static pages follows a shape whose maximum is in the fifth level,but the distribution

of dynamic pages tends to grow without bounds. This is because dynamic pages have links to other dynamic

pages, as discussed in Chapter 5.
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8.3.5 Languages

We took a sample of 5,000 pages, and analyzed their contents to compare theirword lists against a series of

lists of stop words in several languages on the Chilean Web. We found about 71% of the pages in Spanish,

and 27% in English. Other languages appeared with much less frequency.
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Figure 8.5: Distribution of languages by page depth.

There are large variations in this distribution if we check Web sites at different levels, as shown in Figure

8.5. For instance, over 90% of home pages are mostly in Spanish, but this figure goes as low as 60% if we

take pages at depth 5, as shown in Figure 8.5. By inspecting a sample of the English pages at deeper levels,

we found that their are mostly mirrors of Web sites such as the Linux Documentation Project, or the TuCows

shareware repository.
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8.3.6 Dynamic pages

About 34% of the pages we downloaded were dynamically generated. Themost used application was PHP

[php04], followed by ASP [asp04] and pages generated using Java (.jhtml and.jsp). The distribution is

shown in Figure 8.6.

Figure 8.6: Distribution of links to dynamic pages.

PHP, an Open Source technology clearly dominates the market. Dynamic pages are mostly built using

hypertext pre-processing (PHP, ASP, JHTML, ColdFusion), in whichcommands for generating dynamic

content, such as accessing a database, are embedded in documents that are mostly HTML code. It must be

considered also that some dynamic pages use HTML extension, and that some of the static pages in HTML

are generated automatically using batch processing with content managementsystems, so there are other

technologies for dynamic pages that could be missing from this analysis.

8.3.7 Documents not in HTML

We found 400,000 links to non-HTML files containing extensions used for documents. Portable Document

Format (PDF) is the most widely used format and the de facto standard, followed by plain text and Microsoft

Word. The distribution is shown in Figure 8.7.

Figure 8.7: Distribution of links to documents found on Chilean Web pages, excluding links

to HTML files.
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Despite the fact that Microsoft Windows is the most used operating system, file types associated with

Microsoft Office applications such as Word or Powerpoint are not used as much as we could expect, probably

because of concerns of viruses or lost of formatting.

There are over 30,000 XML files in the Chilean Web, including files with the extensions DocBook,

SGML, XML and RDF. In our opinion, this amount of links suggest that it is worth to download those XML

files and analyze them, as we could start searching on them.

8.3.8 Multimedia

There are several links to multimedia files, including over 80 million links to images, 50,000 links to audio

files, and 8,000 links to video files. The distribution of file formats is shown in Figure 8.8.

Figure 8.8: Distribution of links to multimedia files found on Chilean Web pages.

CompuserveGIF is the most used file format for images, followed byJPEG. The Open Source PNG

format, which was conceived as a replacement of GIF is still rarely used.The contents of these images was

analyzed in the context of a face detection is analyzed in [BYdSV+04].

Realnetwork’sRealaudio andMP3 are the most used file formats for audio, and are mostly used for

streaming in Internet radios. In the case of video, there is no clear dominant format and there are relative few

video images on the Web (1/1000 of the quantity of image files). We also found over 700,000 links to Flash

animations, mostly in the home pages of Web sites.

We found that about 1/3 of the links to multimedia files from home pages were notunique, and that this

fraction falls to 1/10 of the links when internal pages are considered. Thissuggests that Web site designers

usually have a small set of images that are used across their entire Web sites.
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8.3.9 Software and source code

We found links to 30,000 files with extensions used for source code, and 600,000 files with extensions used

for software. The later does not count software that is distributed in compressed files such as.tar or .zip.

The distribution of the links found is shown in Figure 8.9.

Figure 8.9: Distribution of links to source code and software.

Note that the number of files containing software packages for Linux distributions doubles the one for

Windows software; the explanation is that in Linux an application is usually comprised of several packages.

Nevertheless, this reflects a comparable level of availability of software packages for both platforms.

Software repositories are usually mirrored at several locations, and theprevalence of mirrors on the

Web is in general very high, but the method for avoiding duplicates explained in Section A.5.2 (page 163)

worked very well in removing these mirrors, as we only have 6% of duplicatepages.

8.3.10 Compressed files

We found links to 370,000 files with extensions used for packed or compressed files, and their distribution is

shown in Figure 8.10.

Figure 8.10: Distribution of links to compressed files.

The GZ extension, used in the GNUgzip program, is the most common extension. Note that in this
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case these files probably include software packages that are not counted in Figure 8.9.

8.4 Web site characteristics

8.4.1 Number of pages

We observed an average of 67.1 pages per Web site, but the mode is much smaller than that. The distribution

of the number of Web pages on Web sites is very skewed, as shown in Figure 8.11, following a Zipf’s law of

parameter−1.77.
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Figure 8.11: Pages per Web site.

.

There are many domain names that are registered with the sole purpose of reserving the name for later

use. For instance, only half of the registered domain names under.cl have a Web site, and from those, about

half have only one page, so only about a quarter of the Web sites are proper Web sites with at least two pages.

Although the number of Web sites on the Chilean Web has doubled in the last three years, the fraction of

Web sites with just one page remains constant.

On the other end, there are very large Web sites. The top 10% of the Web sites contain over 90% of the

Web pages.

8.4.2 Page size

The average size of a complete Web site, considering only HTML pages, is about 1.1 Megabytes (we do

not know the total amount of information on the Web site, as we did not download multimedia files). The

distribution of the size of Web sites in terms of bytes is also very skewed, as can be seen on Figure 8.12. It

is even more skewed than the distribution of the number of pages, as the top 10% of Web sites contain over

95% of the total page contents in bytes.
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Figure 8.12: Page contents per Web site.

.

The distribution of the page sizes suggests that using the schemes for server cooperation, presented in

Chapter 6, with just a few large Web sites could be very efficient.

8.4.3 Maximum depth

As defined in Chapter 5, the home page of a Web site is at level 0, and the level of a page is the shortest path

from that page to the home page of its Web site.

Most of the Web sites we studied are very shallow, as shown in Figure 8.13.The average maximum

depth of a Web site is 1.5.
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Figure 8.13: Cumulative Web site maximum depth.

.

The distribution of the maximum depth of Web sites is further evidence in favor of what is proposed in

134



Chapter 5, namely, downloading just a few levels per Web site.

8.4.4 Age

We measured the age of Web sites, observing the age of the oldest and newest page, as well as the average

age. The age of the oldest page is a upper bound on how old the Web site is,and the age of the newest page

is a lower bound on how often the Web site is updated. The results are shownin Figure 8.14.
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Figure 8.14: Web site age.

.

According to this figure, about 55% of the Web sites were created this year, and about 3/4 of the Web

sites in the last 2 years. This implies that for obtaining a large coverage in a national top-level domain, it is

necessary to obtain the most recently registered domain names frequently.

8.5 Links

8.5.1 Degree

The distribution of links is skewed, with very few pages having large amountsof links. The distribution of

in-degree is much more skewed than the distribution of out-degree, as shown in Figure 8.15: having a Web

page with a large in-degree is much more difficult than having a page with a large out-degree.

The distribution of out-degree is similar to the distribution of page-sizes, and there is indeed a correlation

between both, as a page cannot have too many links if it is too small, as shown inFigure 8.16.
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Figure 8.15: Distribution of in- and out-degree.
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Figure 8.16: Content length vs number of outgoing links.

8.5.2 Link scores

We compared the distributions of Pagerank [PBMW98], and a variation of the HITS algorithm [Kle99], in

which we use the entire Web as the expanded root set (this can be seen asa static version of HITS).

The distribution of link scores is shown in Figure 8.17.

As Pagerank is calculated using random jumps to other pages, even pageswith very few links have a

“parasitic” Pagerank value (no page has zero probability) that is lower than 1/N, whereN is the number of

pages.

On the other hand, a page needs “good” links (out-links to authorities in the case of hubs, in-links from
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Figure 8.17: Distribution of Pagerank, global Hubs and Authority scores.

hubs in the case of authorities) to have a non-zero value. Only 12% of pages have a non-zero hub value and

only 3% of pages have a non-zero authority value.
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8.5.3 Links to external domains

We found 2.9 million outgoing external links, i.e.: links that include a host name part. After discarding

links to other hosts in.CL we obtained 700,000 links. The distribution of links into domains for the top 20

domains is shown in Table 8.2.

Top level domain Percent of links Top level domain Percent of links

COM 65.110% PE - Peru 0.558%

ORG 11.806% ES - Spain 0.494%

NET 8.406% FR - France 0.464%

DE - Germany 1.621% JP - Japan 0.462%

MX - Mexico 1.059% NL - Netherlands 0.444%

BR - Brazil 0.977% IT - Italy 0.431%

AR - Argentina 0.846% VE - Venezuela 0.400%

CO - Colombia 0.809% TW - Taiwan 0.382%

UK - United Kingdom 0.644% SG - Singapur 0.371%

EDU 0.609% KR - Korea 0.370%

Table 8.2: Fraction of links to external domains, top 20 domains

Most of the countries in the table are Latin American countries, but there arealso links to large domains

such as.COM or.DE. We took data from the exports promotion bureau of Chile, “ProChile” [Pro04], regarding

the volume of exports from Chile to other countries, and we compared this with the number of links found.

We took the top 50 countries that receive more exports from Chile. The USA–which is the largest destination

of Chilean exports– was taken as the.COM domain. The results are shown in Figure 8.18.

There is a relationship between number of outgoing links and exports volume.The most important

outliers are Asian countries, the outliers above the line have a high volume of exports but few links, probably

because of a language barrier.

8.6 Links between Web sites

In the following, we consider links between Web sites. A link between two Web sites represents one or many

links between their pages, preserving direction. Several links between pages are collapsed to a single link

between Web sites, and self-links are not considered.

A summary of the characteristics of the links found is presented in Table 8.3.
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Figure 8.18: Relationship between number of external links from ChileanWeb site and exports

from Chilean companies to the top 50 destinations of Chileanexports.

Table 8.3: Summary of characteristics of links between Web sites.

Downloaded Web Sites 49,535

At least one in-link 17,738 36%

At least one out-link 13,820 28%

At least one in-link or out-link 23,499 47%

8.6.1 Degree in the Web site graph

The distribution of in- and out-degree also reveals a scale-free network, as shown in Figure 8.19. The

cumulative graphs consider only the Web sites with at least one in- or out-linkrespectively.
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Figure 8.19: Distribution of in- and out-degree in Web sites.
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8.6.2 Sum of link scores

We studied the link scores presented in Figure 8.17, and summed them by Web sites. The result is shown in

Figure 8.20.
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Figure 8.20: Distribution of Pagerank, global hubs and authority score in the graph of Web

sites.
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8.6.3 Most linked Web sites

The most linked Web sites on the Chilean Web are listed in table 8.4. There is a verystrong presence of

government-related Web sites in the top places, as well as universities.

Site name Site type Number of links

hits.e.cl Access counter 675

www.sii.cl Government (internal revenue service) 647

www.uchile.cl University 595

www.mineduc.cl Government (education) 513

www.meteochile.cl Meteorology Service 490

www.emol.com Newspaper 440

www.puc.cl University 439

www.bcentral.cl Government (bank) 404

www.udec.cl University 366

www.corfo.cl Government (industry) 354

Table 8.4: Most referenced Web sites, by number of in-links in the graphof Web site links.

8.6.4 Strongly connected components

We studied the distribution of the sizes of strongly connected components (SCC) on the graph of Web sites.

A giant strongly connected component appears, as observed by Broder et al. [BKM +00]. This is a typical

signature of a scale-free network. The distribution of SCC sizes is presented in Table 8.5 and Figure 8.21,

here we are considering only Web sites with links to other Web sites.
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Component size Number of components

1 17,393

2 283

3 54

4 20

5 4

6 3

7 2

8 2

9 2

10 1

5,202 (Giant SCC) 1

Table 8.5: Size of strongly connected components.
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Figure 8.21: Distribution of strongly connected components.
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8.6.5 Web links structure

In [BYC01] we extended the notation introduced by Broderet al. [BKM +00] for analyzing Web structure,

by dividing the MAIN component into four parts:

(e) MAIN-MAIN, which are sites that can be reached directly from the INcomponent and can reach

directly the OUT component;

(f) MAIN-IN, which are sites that can be reached directly from the IN component but are not in MAIN-

MAIN;

(g) MAIN-OUT, which are sites that can reach directly the OUT component, but are not in MAIN-MAIN;

(h) MAIN-NORM, which are sites not belonging to the previously defined subcomponents.

Note that the Web sites in the ISLANDS component are found only by directly accessing the home page

of those Web sites. This is possible because we had a complete list of the registered domains under.cl at

the time of our studies. The distribution of Web sites into components is shown in Figure 8.22. This structure

evolves over time, as studied in [BYP03, BYP04].

Component name Size

MAIN NORM 2.89%

MAIN MAIN 3.16%

MAIN IN 1.20%

MAIN OUT 3.26%

IN 7.23%

OUT 18.15%

TENTACLES-IN 2.75%

TENTACLES-OUT 4.23%

TUNNEL 0.33%

ISLAND 56.81%

Figure 8.22: Macroscopic structure of the Web.

.
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8.7 Comparison with the Greek Web

We seek to understand to what extent the studies of the Chilean Web represent other subsets of the Web.

Dill et al. [DKM +02] have shown that the Web graph is self-similar in a pervasive and robust sense. We

compared some characteristics of the Chilean and the Greek Web, including the Web graphs but also other

properties such as size or number of pages. The pages for this study were obtained simultaneously on the

Greek and Chilean Web domains during January 2004.

We downloaded pages using a breadth-first scheduler for up to 5 levelsfor dynamically generated pages,

and up to 15 levels for static, HTML pages. We limited the crawler to 20,000 pages per website; and

considered only pages under the.gr and.cl domains.

Both countries are comparable in terms of the number of pages, but have many differences in terms

of language, history, economy, etc. Table 8.7 summarizes information aboutthe page collection, as well as

some demographic facts that provide the context for this section.

Greece Chile

Population [Uni02] 10.9 Million 15.2 Million

Gross Domestic Product [The02] 133 US$ bn. 66 US$ bn.

Per-capita GDP, PPP [The02] 17,697 US$ 10,373 US$

Human development rank [Uni03] 24th 43th

Web servers contacted 28,974 36,647

Pages downloaded 4.0 Million 2.7 Million

Pages with HTTP OK 77.8% 78.3%

Table 8.6: Summary of characteristics.

8.7.1 Web pages

Figure 8.23 shows the depth at which the pages of the collection were found; note that 5 is the limit we set

for dynamic pages, as dynamic pages grows exponentially with depth. The distribution is almost identical.

Figure 8.24 shows the distribution of HTML page sizes, not considering images, showing a peak be-

tween 10 and 15 Kilobytes. The right-tail follows a power-law similar to previous results, and both distribu-

tions are very similar.

Figure 8.25 plots the number of pages per website. This has a very skeweddistribution, as few websites

account for a large portion of the total web; so we have plotted this in log-logscale.
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Figure 8.23: Comparison of page depth, 1 is the page at the root of the server.
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Figure 8.24: Comparison of the distribution of page size in Kilobytes.

8.7.2 Links

Figure 8.26 shows that these two sub-graphs of the web have these characteristics, revealing the existence

of self-similarities. The power law parameter depends a lot on the range of data used. Taking degrees of

at most 350, we obtain -2.02 and -2.11 for in-degree, and -2.17 and -2.40 for out-degree; for .GR and .CL,

respectively. Discarding degrees smaller than 50, the parameters are closer to -2.3 and -2.8 for in-degree and

out-degree. This should be compare with the results in [KRR+00] that found -2.1 and -2.7, respectively, for

200 million pages in 1999.

The distribution of out-degree is different, as the in-degree in many casesreflects the popularity of a

web page, while the out-degree reflects a design choice of the page maintainer. Also, it is much easier to

have a page with many outgoing links than one with many incoming links.

For the graph components, we use the bow-tie structure proposed by Broder et al. [BKM+00]; but we
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Figure 8.25: Comparison of the distribution of the number of pages per website.
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Figure 8.26: Comparison of the distributions of in-degree and out-degree.

considered only links between different websites, collapsing all the pages of a website to a single node of the

graph. We show the relative size of components in Figure 8.27.
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Note that that theMAIN (the giant strongly connected component) seems to be larger in the Greek web

in expense of theISLAND component - this can be an indicator of a better connected Web, although the seeds

for the Chilean crawling had more islands.

Figure 8.27: Comparison of the relative size of graph components.

We also studied the relationship of the collections with other top level domains reflecting cultural and

economic relationships. The most linked domains (COM, ORG, NET, etc.) are equally important in both

collections, but there are differences which are presented in Table 8.7.While the top linked Web sites for

Greece are in Europe and Asia, for Chile they are mostly in America.

8.8 Conclusions

In this chapter, we have analyzed several characteristics of a large sample of the Web, and most of those

characteristics suggest a distribution of quality that is very skewed. This isgood for Web search, because

only a few of the Web pages have some relevance, but this is also bad for Web crawling, because it is

necessary to download large amounts of pages that are probably irrelevant.

World Wide Web users have a certain perception of how the World Wide Web is. This perception is

based on what they see while interacting with the Web with the usual tool: a Web browser. The behavior of

different users involves different parts of the Web, but in most casesit is limited to a few highly important

Web sites with topics such as news, shopping or Web-based e-mail.

Most users do not go too deep inside Web sites. This means that there are thousands or millions of pages

that are visited very rarely, or that are not visited at all. When characterizing the Web, we must forget what
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Greece Chile

COM 49.2% COM 58.6%

ORG 17.9% ORG 15.4%

NET 8.5% NET 6.4%

Germany 3.7% Germany 2.6%

United Kingdom 2.6% United Kingdom 1.4%

EDU 2.6% EDU 1.3%

TV 1.3% Mexico 1.2%

Russian Federation 1.3% Brazil 1.1%

Taiwan 1.1% Argentina 0.9%

Netherlands 0.9% Spain 0.9%

Italy 0.8% Japan 0.6%

GOV 0.6% France 0.6%

Norway 0.6% Netherlands 0.6%

France 0.5% Italy 0.6%

Canada 0.5% Australia 0.6%

Table 8.7: Comparison of the most referenced external top-level domains.

we have seen while browsing Web pages, because what we see througha Web browser is just the surface of

something much deeper. For instance, there are very large and very smallpages, pages with thousands of

in-links and pages with only one, and so on.

Our results also show a dominance of standard formats such as PDF or plaintext, and open source tools

such as PHP and GZIP, which is quite natural given the open nature of theWeb.
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Chapter 9

Conclusions

During this thesis, we studied Web crawling at many different levels. Our mainobjectives were to develop a

model for Web crawling, to study crawling strategies and to build a Web crawler implementing them. This

section points out what we have done and what could be done as future work.

The next section summarizes our contributions, Section 9.2 describes some guidelines for future work,

and Section 9.3 discusses open problems for Web crawling.

9.1 Summary of our contributions

This thesis dealt with Web crawling from a practical point of view. From this point of view, we worked in a

series of problems that appeared during the design and implementation of a Web crawler.

We started by describing Web crawling in the context of information retrievaland summarizing rele-

vant literature on the topic. Although there are many studies about Web search, Web crawler designs and

algorithms are mostly kept as business secret, with some exceptions (Chapter2).

Our model divides the problem of Web crawling into short-term and long-term scheduling. We ex-

plained why this separation is possible and how we can exploit it for efficient Web crawling, by generating

batches of pages using a long-term scheduling policy, and then re-ordering these batches to apply a short-

term scheduling policy. The long-term scheduling is related to page quality, while the short-term scheduling

is related to network efficiency (Chapter 3).

We also proposed a better integration between the Web crawler and the restof the search engine, and a

framework for measuring the quality of a crawl. Within this framework, we classified several existing Web

crawlers according to the relevance they give to different parameters of our model (Chapter 3).

Regarding page quality, we compared several scheduling algorithms for long-term scheduling, and we

found a very simple and fast strategy for downloading important pages early in the crawl. We ran experiments
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in both a simulated and a real Web environment for proving that this strategy issuccessful. For short-

term scheduling –network efficiency– we showed the effect of downloading several pages using the same

connection and explained why a long waiting time between accesses to pages inthe same server decreases

crawling efficiency (Chapter 4).

It become clear very quickly that if the crawler downloads dynamic pages then the space of URLs to

download from is practically infinite. In this context, it is important to know whento stop a crawl. Instead

of setting and arbitrary crawling depth, we studied this problem by estimating theestimate the value of the

pages that were not crawled. To do this, user behavior was studied andmodeled using a Markov chain created

from data from actual Web sites. The conclusion was that users explorations are in general very shallow, and

we were able to set an appropriate crawling depth (Chapter 5).

To improve freshness in the search engine, there are a number of actionsthat Web server administrators

can take. We proposed and compared several cooperation schemes for Web servers and Web crawlers,

including polling and interrupt versions for them. These cooperation schemes can help a Web crawler in

detecting changes in Web sites, and lower the network usage of the crawlingprocess, which is beneficial for

both the search engine and the Web site (Chapter 6).

We implemented a high-performance Web crawler in C/C++. This crawler implements the schedul-

ing algorithms proposed in this thesis, and serves as a proof of concept for the cooperation schemes. Our

implementation is publicly available as it is released under the GNU public license. This Web crawler can

efficiently download several million pages per day, and can be used for Web search and Web characterization

(Chapter 7).

We downloaded and analyzed the Chilean Web using our crawler, extracting statistics on HTML pages,

multimedia files, Web sites and link structure. We also used the crawler for downloading the Greek Web and

compared both datasets, finding that despite large differences in the context of both countries –for instance,

the GDP per capita of Greece doubles the one of Chile, as well as the numberof pages– both Web collections

are very similar. (Chapter 8).

During the crawling processes that we carried out, we discovered and studied several practical issues

that arise only after large crawls. Those issues are mostly anomalies in the implementations of the underlying

protocols that form the Web, and must be taken into account when developing a Web crawler (Appendix A).

9.2 Future work

As most research, this thesis opens more problems than it solves. Reviewers of our work and ourselves found

several avenues for future work. We consider the following as the main ones:

Validating the collection The Chilean Web with its 3.5 million pages represents 1/1000 of the World Wide

Web. We have been studying this collection since 2000, and the distribution ofseveral variables seems
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very similar to the data published for other samples of the Web, but this should be tested with other

collections.

A related question would be if the Web is a representative collection of text. The answer given by

Kilgariff and Grefenstette [KG04] is very pragmatical:

“The Web is not representative of anything else. But neither are other corpora, in any

well-understood sense.”

Considering the contents of Web pagesBesides checking for duplicates, we largely ignore the text of

pages. This is done on purpose: we wanted to study only links to use them asindependent infor-

mation, which can be combined later with other evidence.

In particular, we think that the methods of focused crawling [CvD99], in which a crawler is directed

to pages onspecifictopics based on properties of the text, can be adapted to direct the crawlerto

interesting pages onall topics.

Developing complex models of user behaviorThe models of user behavior we presented in Chapter 5

were chosen for their simplicity. A more complex model would be a model with memory, in which the

probability of users following a link depends on their previous actions. We have observed that this is

indeed the case, because users that go deeper into the Web site have a higher probability of continuing

to follow links. We also pointed out that user behavior in Blogs is different than on other sites.

Testing short-term scheduling strategiesWe have focused mostly on long-term scheduling strategies, al-

though we made experiments on short-term scheduling and described them inChapter 4. The most

important issue would be to implement persistent connections in the Web crawler, to download several

pages from the Web site without re-connecting. In theory, this has a significant positive impact on Web

crawl, but further testing is required.

Continuous crawling We focused mostly in a “crawl-and-stop” type of crawl, in which we only crawl each

page once. Our crawler can also continuously check pages for updates, using the value function to

decide when to check for a page for changes, and when to download new pages. In this context, the

measure of importance is not the time it takes to complete the crawl, but the average freshness and/or

the average quality when a stationary state is reached. This is also related to measure how good are

the change prediction in a real Web environment.

Benchmarking Measuring the efficiency of a Web crawler –considering only short-termscheduling –is not

an easy task. We need a framework for comparing crawlers that accounts for the network usage, the

processing power required, and the memory usage. It would be good to have a measure that allows us

to compare, e.g., 30 pages per second in a 1GHz processor with 1Gb RAM with 20 pages per second

in a 800MHz processor with 640Mb RAM. A more important problem is that network conditions vary

so for testing different Web crawlers we must consider the time of the day, network capacity, etc.
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Finding combined strategiesSpecifically the best parameters for the manager program, in terms of the

importance that should be given to intrinsic quality, representational quality and freshness. We also

consider that the scheduling policies should adapt to different Web sites,and our model provides a

framework for that kind of adaptability.

Exploiting query logs for Web crawling The usage of user query logs in a search engine for guiding a Web

crawling is an important step in integrating the collection and search processes. The query logs can

be used to refresh frequently returned pages faster, so the crawler refreshes the active set of the search

engine more often. Moreover, the query terms used in Web search can begiven priority, so the Web

crawler scheduling could be biased toward pages that contains the queryterms that are being queried

more frequently by the search engine’s users.

9.3 Open problems

The importance of a good crawler strategy depends on the balance between these quantities:

1. The total amount of information available on the Web.

2. The amount of bandwidth available for the Web crawler.

3. The amount of good information about specific topics on the Web.

Web search is difficult today because the Web is very large, the bandwidthavailable at most locations is

relatively small, and good pages are also relatively scarce. The three quantities are very dynamic, and their

evolution is very difficult to predict. For instance, there is no clear equivalent of a “Moore’s law” for network

connectivity. Thus, we do not know if the problem of keeping the repository of a search engine is going to

get easier or harder.

It is likely that Web crawling continues to be a difficult problem, at least during the next years, and

we expect several challenges. Multimedia information such as digital photographies and recordings could

account for a larger proportion of the Web content, and the number of Web posting in Blogs will be larger

than the number of Web pages, further reducing the signal-to-noise ratio of the Web. Finally, pages with

semantic markup could become a significant fraction of Web pages, radicallychanging the problem of Web

search.
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Appendix A

Practical Web Crawling Issues

When we tested our implementation, which is described in Chapter 7, we found that there were several

problems of Web crawling that did not become evident until a large crawl was executed. Our experiences

arise from several crawls of the Greek, Spanish and Chilean Web carried out during the this thesis.

We are interested in documenting these problems for two reasons:

• To help other crawler designers, because most of the problems we foundare related to the characteris-

tics of the Web, independent of the Web crawler architecture chosen.

• To encourage Web application developers to check their software and configurations for compliance

to standards, as this can improve their visibility on search engine’s results and attract more traffic to

their Web sites.

The rest of this chapter is organized as follows: Section A.1 deals with network problems in general.

Section A.2 deals with more specific problems with massive DNS resolving. Section A.3 presents the prob-

lems of dealing with wrong implementations of HTTP. Regarding the server-side, Section A.4 deals with

bad HTML coding, Section A.5 with problems in the contents of the pages, and Section A.6 with difficulties

arising from the programming logic of some Web sites.

A.1 Networking in general

An estimation for the cost of an entire crawl of the World Wide Web is about US$1.5 Million [CCHM04],

considering just the network bandwidth necessary to download the pages, so it is very important to use the

network resources efficiently to maximize the crawler throughput and avoidwasting the allocated bandwidth.
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A.1.1 Variable quality of service

One of the most challenging aspects of Web crawling is how to download pages from multiple sources in a

stream of data that is as uniform as possible, considering that Web server response times are very variable.

Web server up-time cannot be taken for granted, and it is usual to find Web servers that are down for a

long time, even days or weeks, and re-appear later. This is why sometimes “dead pages” are called “comatose

pages” [Koe04]. If the Web crawler aims for a comprehensive coverage of the Web, it should consider that

some of the pages which are not available now, could become available in the future.

Recommendation:the crawler should re-try each Web page a number of times if the page is down; the

interval should be several hours. We used 12 hours as the default).

A.1.2 Web server administrators concerns

Web crawlers prompted suspicion from Web site administrators when they first appeared, mostly because of

concerns about bandwidth usage and security, and some of those concerns are still in place today. In our

experience, repeated access to a Web page can trigger some alarms on theWeb server, and complaints from

its administrator.

We consider that the two most important guidelines given by Koster [Kos93]are:

• A crawler must identify itself, including an e-mail address for contact, or some Web site administrators

will send complaints to the listed owner of the entire originating network segment.

• A crawler must wait between repeated accesses to the same Web site.

These guidelines are even more important if we consider that many host names point to the same IP,

usually belonging to a Web hosting provider, and in general several Websites are hosted by a few physical

servers. Being unpolite with a Web site can result in being banned from all the Web sites hosted by the same

ISP.

Recommendation: the crawler should avoid overloading Web sites, and it must provide an e-mail

address in theFrom HTTP header, and/or a Web site address as a comment in theUser-Agent HTTP header.

A.1.3 Inconsistent firewall configurations

Some Web servers are behind a firewall, and we have found firewall configurations that we did not expect.

We detected cases when theconnect() call succeeds, i.e. a TCP connection is established with port80 of

the Web server, then thewrite() call succeeds, but there is no answer from the Web server.
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This appears to be a problem with data packets to port80 being dropped, but connections accepted,

which is not a consistent configuration. This caused some threads of the harvester to hang up indefinitely in

one of our early versions.

Recommendation:all network operations should have a timeout. The crawler must be prepared, be-

cause at any point of the download operation it could stop receiving data.

A.2 Massive DNS resolving

A.2.1 Crashing your local DNS servers

We found that some of our local DNS servers crash under heavy loads, instead of just queuing or denying

connections. From the Web crawler’s point of view, a DNS failure of the local servers is a critical situation

because, if after repeated attempts it cannot get an IP address for connecting, it has to assume the Web site

does not exist, and if all DNS lookups are failing, this can make an entire crawl useless.

Recommendation:local DNS servers should be tested for their response to high work loads. The Web

crawler should detect a condition in which, e.g.: 90% of DNS lookups failed during one cycle, and stop under

this condition. The Web crawler also could avoid resolving more than a fixed number of domain names at

the same time and with the same DNS server.

A.2.2 Temporary DNS failures

This is related to the quality of service of Web servers themselves, as for small organizations typically

the Web server and the DNS server are both under the same administration and even in the same physical

computer. A DNS failure (e.g.: a DNS server crash) is very likely to go unnoticed, because of the default

caching policy: one week. People who visit the Web site often will not notice that something is wrong until

several days have passed.

Recommendation:if high coverage is desired, at least one attempt to resolve a DNS record should be

done one week after a DNS failure. However, it can also be argued thata Web site with DNS problems has

a lower quality than other Web sites and should not be added to the collection: inour model, Web server

response quality can be used as a component of the intrinsic quality of a Webpage.

A.2.3 Malformed DNS records

DNS report [Per04] is a tool for analyzing DNS records. Its author reports that a significant fraction of DNS

records present some problems, ranging from inconsistencies in the serial numbers to misspelling errors or

malformed responses.
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Recommendation:DNS resolvers should be tolerant to errors in DNS records, and try to retrieve the

IP address for a host name even if other portions of the record seems malformed.

A.2.4 Wrong DNS records

Consider the scenario depicted in Figure A.1:

Figure A.1: A misconfiguration in the DNS record for “Ycorp.com” resulted in the wrong

contents being assigned to its URL.

1. At crawling time, the DNS record forYcorp.com pointed to the Website ofXcorp.com, so the con-

tents of the later were indexed as if their URL wasYcorp.com. This DNS misconfiguration can be

accidental, or malicious.

2. When the home page ofXcorp.com was downloaded, its contents were found to be a duplicate of

Ycorp.com, so the pages ofXcorp.com were not downloaded again.

3. The wrong DNS record ofYcorp.com was fixed later.

4. In the search results, when users search for “Xcorp”, they can be mistakenly redirected to the Web site

of “Ycorp”.

Recommendation: it is possible for Web site administrators to avoid these kind of problems by a

careful configuration of virtual hosts. Any access to the IP address of the Web server that does not contain a

knownHost field in the request, should be redirected to the default virtual host, referencing the later by its

canonical name.
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A.2.5 Use of the “www” prefix

Due to the usage of thewww prefix for the host part of the URLs, in most Websites both “www.example.com”

and “example.com” names resolve to the same IP address, and have the same contents. Indeed, we have

found that for many Web site administrators, this is the expected behavior, assome users do not type the full

address when browsing.

However, if the Web site is built using some application that includes small changes in the pages (e.g.:

the current date and time, or a poll question, or advertising, etc.), the Web crawler may not be able to detect

that both Web sites are duplicates, and crawl the same contents twice.

Recommendation:we considered thathttp://www.example.com/ andhttp://example.com/ are

the same URL.

A.3 HTTP implementations

A.3.1 Accept headers not honored

In some cases, it is impossible to tell the type of a file just by looking at its URL. Some URLs have no

extensions, and some URL have extensions that are ambiguous, e.g.: links tofiles ending in.exe could be

either links to dynamically generated HTML pages in the server side, or links toprograms that should be

downloaded.

A user agent, such as a Web browser or a Web crawler, can have limited capabilities and only be able

to handle some data types. If it cannot handle a file (e.g.: an image), then it should not download it. For

instance, a Web crawler searching only for plain text and HTML pages, should issue a request of the form:

GET /page.html HTTP/1.1

Accept: text/plain, text/html

...

This indicates that the Web crawler can only handle plain text or HTML documents. According to the

HTTP specification, “the server SHOULD send a 406 (not acceptable) response code” [FGM+99] when a

valid object of the desired type is not present at the given URL.

Several Web browsers simply issue a header of the formAccept: */*, so some Web server imple-

mentations do not check the “accept” header at all. It has somehow lost relevance, and today a Web server

can send a response with almost any data type.

A related concern is that some Web sites return a header indicating content-type HTML, but the in-

formation returned is a large binary file (such as a ZIP archive, etc.). Thecrawler can waste bandwidth

downloading such a file.
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Recommendation: the returnedContent-type header should always be checked in the downloaded

pages, as it might not be a data type that the Web crawler can handle. A download limit is necessary because

potentially any file type can be returned by the Web server, even when it is indicating HTML content type.

A.3.2 Range errors

To ensure a good coverage of the Web, we must limit the amount of data that isdownloaded from every Web

server. This can be done by limiting both the maximum page size, and the number of Web pages that are

downloaded from a single Web site.

We limit page size usualy to a default of 300-400 Kb per Web page. We consider that this should

capture enough keywords to index each document. To inform the Web servers of the download limit, we use

the HTTPRange header:

GET /page.html HTTP/1.1

Range: 0-400000

...

However, a few Web sites return a response code 416 (range error). We have found that these responses

correspond to files that are smaller than the desired size. This is not correct, because the HTTP specification

indicates that “if the [second] value is greater than or equal to the current length of the entity-body, last-byte-

pos is taken to be equal to one less than the current length of the entity- bodyin bytes” [FGM+99].

Recommendation: in the case of range errors, a second attempt for download could be madewithout

theRange header. In all cases, the Web server may ignore the range, so the Web crawler must be prepared to

disconnect from the Web server, or discard part of the contents, if theserver sends a long document.

A.3.3 Response lacking headers

We have found that most Web browsers are very tolerant to strange behavior from the Web servers. For

instance, we have tested Opera and Internet Explorer against a “dummy”Web server that only sends the

contents of the Web page requested, withno status line and no headers. Both browsers displayed the down-

loaded pages. The browser Mozilla shows an error message.

Some real Web sites exhibit the same misbehavior as our dummy Web servers, probably because of

misconfigured software, or misconfigured firewalls. The Web crawler should be prepared to receive content

without headers.

A related problem is that of imcomplete headers. We have found, for instance, responses indicating a

redirection, but lacking the destination URL.
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Recommendation: from the point of view of Web crawlers or other automated user agents, pages

from Web sites that fail to comply with basic standards should be consideredof lower quality, and consis-

tently, should not be downloaded. We consider a lack of response headers a protocol error and we close the

connection.

A.3.4 Found where you mean error

It is hard to build a Web site without internal broken links, and the message shown by Web servers when a

page is not found, i.e.: when the Web server returns a 404 (not found)response, is considered by many Web

site administrators as too annoying for users.

Indeed, the default message looses the context of the Web site, so the Website administrators of some

Web sites prefer to build error pages that maintain visual and navigational consistency with the rest of their

Web sites.

The problem is that in many cases the response for a page that does not exists is just a normal redirect

to a custom-built error page, without the response header signaling the error condition. Bar-Yosefet al.

[BYBKT04], refer to these error pages as “soft-404”, and observe that about 29% of dead links point to

them.

The indexing process could consider a redirect to a “soft-404” errorpage as a link between the URL in

which the page was not found and the error page, and this can increasethe score of the later.

Recommendation:Web site administrators should configure their Web servers in such a way that the

error messages have the correct response codes signaling the errorconditions. Servers can be tested by Web

crawlers issuing a request for a known non-existent page (e.g.: an existent URL concatenated with a random

string [BYBKT04]) and checking the result code.

A.3.5 Wrong dates in headers

A significant fraction of computers are configured to a wrong date, wrong time, or wrong time zone. These

configurations are sometimes done on purpose, e.g.: to extend the trial period of shareware software.

During Web crawling, we found that 17% of Web servers returned no last-modification data, dates in

the future, or a date prior to the invention of the Web, as shown in Section 8.3.3(page 128). These wrong

dates affect theLast-Modified field in the Web server response, which in these cases cannot be used for

estimating freshness.

However, not all wrong dates should be discarded: if a Web server replies with a time stamp in the

future, but just a few minutes or a few hours, we can consider that it is likely that the Web server clock is just

skewed with respect to ours (e.g.: it has the wrong time zone, or it is wrongly set).
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Recommendation:we consider that a last modification date for a Web page older than the year 1993 is

wrong and should be ignored. For dates in the future, we consider that up to 24 hours can be considered just

a small problem, so those time stamps are changed into the current date. If the date is more than 24 hours

ahead it is ignored. This is depicted in Figure A.2.

Figure A.2: Diagram showing how we deal with last-modification dates in the responses.

A.4 HTML coding

A.4.1 Malformed markup

HTML coding, when done by hand, tends to be syntactically very relaxed.Most HTML coders only check

if the page can be seen in their browsers, without further checking for compliance. We have found several

errors in HTML coding, and we have adapted our parser accordingly.These errors include:

• Mixing single quotes, double quotes, and no quotes in attributes, e.g.:<IMG ALT="This is a photo"

SRC=’photo.jpg’ border=1>.

• Mixing empty tags in HTML form (such as<BR>) and in XHTML form (such as<BR/>).

• Unbalanced tags, e.g.:<SMALL><B>...</SMALL></B>.

• Mixed case in tags and attributes, e.g.:<IMG src="...">. For HTML, the tags should be written in

uppercase, and for XHTML, in lowercase.

• Unterminated strings, e.g.:<IMG ALT="...>. This can be very problematic, because it will cause a

buffer overflow if the parser is not properly written. These unterminatedor long strings can also appear

in HTTP response codes.

Recommendation:as described in Section 7.2.3 (page 117), we use an events-oriented parser for the

HTML pages, as in many cases it is very difficult to map the Web page to a tree.For Web site administrators,

the usage of a tool for cleaning markup such as “HTML tidy” [Rag04] is encouraged.
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A.4.2 Physical over logical content representation

The search engine must build an index of the Web pages. This index may consider only the text, or it may

also consider the HTML tags by, e.g.: assigning a higher weight to terms appearing in section headers.

However, HTML markup is usually oriented to the visual characteristics of the documents; consider

this HTML fragment:

<div align="center"><font size="+1" color="red">Important facts</font></div>

<p>Read this ...</p>

The visual characteristics of the phrase “Important facts” are: largerfont size, red color, aligned to the

center of the page. These visual aspects indicate an important block of text, but they are not visible by most

search engines.

Recommendation:the following markup should be preferred:

<style>

h1 {

font-size: larger;

color: red;

text-align: center

}

</style>

<h1>Important facts</h1>

<p>Read this ...</p>

This markup separates content from representation, and visually produces the same results. For im-

proved maintainability, the style rules can be provided in a separate file.

A.5 Web content characteristics

A.5.1 Blogging, mailing lists, forums

Blogs, Web forums and mailing list archives are large repositories of information, comprised of many small

postings by individual users. They can be a useful source of information when the topic is not covered

somewhere else; typical examples are technical support messages, usually describing solutions to problems

with very specific software or hardware configurations.
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However, sometimes individual postings are not as valuable as other pages, as they are very short, or

lack clarity or factual information. Also, there is a problem with the granularityof the data, i.e.: a single

posting contains little information, but the complete conversation can be valuable.

There is no easy solution for this problem, but as Web sites archiving userdiscussions can have hundreds

of thousands of pages, they make even more important the use of a good scheduling order to try to download

important pages first.

A.5.2 Duplicate detection

The prevalence of mirrored content on the web is very high. For exact duplicates, it is estimated in over 30%

[CSGM99].

We calculate a hash function of the contents of the pages to avoid storing the same content twice. To ac-

count for minor variations in the Web pages, this hash function is calculatedafter the page have been parsed,

so two pages with identical content but different colors or formatting will stillbe detected as duplicates.

Note that this method only avoids storing the duplicate Web pages, it does not prevent downloading the

page, and duplicate content can generate a waste of valuable network resources.

Recommendation: in our case, the crawler does not follow links from a Web page if the Web page is

found to be a duplicate; applying this heuristic, we downloaded just about 6% of duplicates.

A.6 Server application programming

A.6.1 Embedded session ids

As a way of tracking users, some Web sites embed identifiers in the URLs (e.g./dir/page.html;-

jsessid=09A89732). These identifiers are later used for detecting logical sessions in log analysis. From the

point of view of the Web crawler, these session ids are an important source of duplicates, because the crawler

cannot accuratelly tell when two pages have semantically the same content.

A Web crawler must consider session-ids. “Unless prior knowledge of his fact is given to a crawler, it

can find an essentialy unbounded number of URLs to crawl at this one site alone” [EMT04] .

Typical variable names for storing session ids in the URLs include e.g.:CFID, CFTOKEN, PHPSESSID,

jsessionid, etc. These variables are widely used in Web sites, and two pages that differ only in the session

id are very likely to hold the same contents.

Recommendation: the crawler has a manually-built list of known session-id variables, and whenever

it detects one, it changes the variable to a null value. We found that the Google crawler does not seem

to download any page with a not-null value in thePHPSESSID variable (verified in June 2004), this can be
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checked by issuing aallinurl:phpsessid query.

A.6.2 Repeated path components

A common mistake when encoding links is to forget to include the root directory,e.g.: referencinga/b/c

when we want to reference/a/b/c. This problem can accumulate, and it is common to find URLs with path

components repeated several times, such asa/b/c/c/c/c/; this is due to dynamic pages in which the author

has mistakenly created a relative link when it should be an absolute link.

These repeated path components usually refer to the same page, and the crawler downloads repeatedly

the same information.

Recommendation:some crawler implementations, such as CobWeb [dSVG+99] discard repeated com-

ponents in paths, as an heuristic to avoid this problem. Our heuristic of not following links from duplicate

Web pages helps to avoid this problem, so we do not check explicitly for duplicate path components.

A.6.3 Slower or erroneous pages

Dynamically generated pages are, in general, slower to transfer than staticpages, some times by a factor of

10 or 100, depending on the implementation and of caching issues. In some cases this is because building the

page requires querying different sources of information, and in othercases this can be due to a programming

error. A slow page can waste crawler resources by forcing it to keep aconnection open for a long time.

Recommendation:besides a timeout, a lower speed limit should be enforced by the crawler.

A.7 Conclusions

The practical problems of Web crawling are mostly related to bad implementations of some Web servers and

Web applications. These issues are not visible until a substantial amount ofpages have been downloaded

from the Web, and can affect the design of the Web crawler.

Implementing a Web crawler is, in a certain way, like building a vehicle for exploring the surface of

mars: you need to build the vehicle to explore the terrain, but once you havetested it, you know more about

the terrain and you have to modify your vehicle’s design accordingly. In that sense, the wrong implementa-

tions we have presented in this chapter are just constraints that the Web crawler designer must consider: the

Web crawler must accommodate to bad coding in the same way as Web browsersdo.

However, the lack of good implementations imposes costs on the design of all kinds of applications.

The idea of standards is to be able to interoperate. If the standars are notrespected, then the only alternatives

are either design for the smallest common denominator, or design for a proprietary, fixed platform. Both

alternatives are detrimental to the quality of the Web.
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